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Commitment to Trust

At CoventBridge, integrity and transparency are at the very core of our business. In order to establish a
foundation of confidence and certainty with our partners, we’ve created this trust package describing all
relevant security practices and documentation. We’ve compiled the information within this package to
address the most common cyber security risk questions asked by potential business partners from a vendor
risk management standpoint. If you have additional questions, please let us know.

Cyber Security and your Data
Before you can understand the information security requirements for mitigating risks associated with
CoventBridge’s access to your data, you should have an understanding of:

e What services your company uses CoventBridge for.

e The classification of the information CoventBridge will have access to (Pll, PHI).

e How critical our service availability is to your business.

e The legal, regulatory, or contractual requirements of the information you’re sharing with us.

At CoventBridge, we understand and take seriously the importance of your vendor risk management, and we're
committed to being a faithful steward of the data you entrust with us.

Who is CoventBridge?

CoventBridge provides comprehensive, global investigative solutions. Led by an extensive network of experts
backed by the latest technology, data protection, and legal expertise, we provide investigative solutions to
Insurance, Government, Self-Insured, and Third Party Claims Administrators.

What is SmartPartner?

Developed by CoventBridge, SmartPartner is the industry leading case management platform. It an industry
leading platform that features a secure, user friendly web application to comprehensively administer and
manage the complete lifecycle of all investigate efforts and activities. The system is completely custom and
proprietary, written entirely in-house by full-time application developers, in tandem with Sales and
Operations personnel, to achieve an efficient, agile platform to service the needs of our clients.

SmartPartner is comprised of several portals or modules that provide role-based access by specific functionality.
These portals have evolved over time to meet the demands of both growing company requirements and specific
customer requests. The SmartPartner application is continually enhanced to improve efficiencies for our
customers and our employees.

Information in SmartPartner

SmartPartner contains Personally Identifiable Information (PIl), Protected Health Information (PHI), and non-
sensitive information to support insurance fraud investigations. Depending on the SmartPartner portal,
information can include name, medical information, and employment information to referral data and
invoices.

The stored information is maintained within the SmartPartner database, which is secured, encrypted (AES-
256), and compliant with HIPAA security requirements and SOC 2 Type 2 standards.
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Information Security

Information Security Management

In support of a holistic and structured approach to managing information security, CoventBridge’s
management adheres to the NIST Cybersecurity Framework. This provides the framework for the policies and
procedures our management team has adopted to implement into information systems. This implementation
is based on the NIST Risk Management Framework (RMF) standard and incorporates controls from the Trust
Services Principles and Criteria for Security and Availability, as required to maintain our SOC 2 Type 2 audit
report.

Governance Risk and Compliance

Executive Oversight

Senior management is a key IT stakeholder. They provide executive oversight over information systems
including strategic direction, leadership, and resource support to the IT Infrastructure & Operations, App
Development, and Information Security departments.

To achieve an effective and disciplined governance program over these departments, senior management
adheres to an IT Strategic Plan to identify goals, objectives, and measurable benchmarks. The plan provides
a roadmap to address both the current state and technological and operational ambitions.

Risk Management Framework

CoventBridge implements the National Institute of Standards and Technology (NIST) Risk Management
Framework (RMF), which integrates security and risk management activities into the system development life
cycle (SDLC).

GDPR

CoventBridge complies with the General Data Protection Regulation (GDPR) to ensure data and privacy are
protected for all individuals within the European Union (EU), as well as the exportation of personal data
outside the EU. In addition, CoventBridge adheres to the six privacy principles of GDPR:

e Lawfulness, Fairness, and Transparency

e Limitations on Purposes of Collection, Processing, and Storage
e Data Minimization

e Accuracy of Data

e Data Storage Limits

e Integrity and Confidentiality

Below are several of our GDPRinitiatives:

e We implement technical controls, such as the secure storage of encryption keys, for personal data.

e We ensure that all employees with access to customers’ personal data have been trained in handling
that data and are bound to maintain the confidentiality and security of that data.

e We hold any vendors that handle personal data to the same security and privacy practices and
standards to which we hold ourselves.
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CCPA

CoventBridge complies with the California Consumer Privacy Act (CCPA), which regulates how businesses are
allowed to handle the personal information of California residents. CCPA contains clear and precise
compliance requirements that CoventBridge meets by:

e Updating our privacy policy with information on how, why, and what personal information we collect
and process.

e Updating our privacy policy with information on how users can request access, change, or erasure of
their personal data that has been collected.

Privacy Program

CoventBridge has a published privacy policy that clearly defines what data is collected and how it is used.
We understand that the privacy of information entrusted to us is paramount, and we’re committed to
customer privacy and transparency.

CoventBridge takes steps to protect the privacy of our customers and protect data stored within the
platform. Some of the protections inherent to our products include authentication, access controls, data
transport encryption, HTTPS support for customer applications, and the ability for customers to encrypt
stored data. In addition, we implement the following NIST privacy controls:

e Authority and Purpose (AP)

e Accountability, Audit, and Risk Management (AR)

e Data Quality and Integrity (DI)

e Data Minimization and Retention (DM)

e Individual Participation Redress (IP)

e Security (SE)

e Transparency (TR)

e Use limitation (UL)
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Corporate and Operation Security

Identity and Access Management

CoventBridge defines and manages the roles and access privileges of individual network users and the way
in which users are granted privileges. Whether it’s an employee or customer, identity and access
management is necessary so there is one digital identity per individual. This is modified, monitored, and
maintained throughout the identity and access management lifecycle.

Principles of Least Privilege

The principle of least privilege applies to all users (privileged and standard), programs, and processes. The
bare minimum access necessary to perform a function is given. The periodic access reviews, as mentioned
above, are one approach to ensure the principle of least privilege is properly enforced.

Segregation of Duties

CoventBridge has created a segregation of duties (SoD) matrix to help reduce the potential damage that could
be caused from the actions of one individual. The SoD is enforced when assigning roles to new or existing
users.

Privileged Access Management

Across the environment, there are controls in place to manage, secure, control, and monitor privileged access
and permissions for users, processes, accounts, and systems. The Privileged Access Management system is
centralized, making it easier to manage privileged credentials in one place.

Multifactor Authentication

Multifactor Authentication (MFA) is required to access the network and information system resources. With
MFA in place, this creates multiple layers of security to help increase confidence that the user requesting
access is who they say they are.

Access Reviews

CoventBridge requires that system access reviews be performed on a quarterly basis to ensure
administrative access to production systems is limited and based on appropriate roles and responsibilities.
Automated scheduled audit logs are sent to the security team to ensure a comprehensive access review is
completed in a timely manner.

Awareness and Training

General Awareness

Everyone at CoventBridge receives security and privacy awareness training, both as part of their onboarding
and as an ongoing refresher. At CoventBridge, every employee receives training to promote security
awareness and company culture covering the following topics:

e General Information Security Overview

e Phishing Awareness and Prevention

e  Office Physical Security and Clean Desk Policy
e Password Policy and Management

e Security Incident Management

e Privacy and Data Protection

Training is followed up with periodic phishing exercises and clean desk checks.
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Roles-Based Training

To ensure all CoventBridge developers have a consistent level of application security, knowledge training is
mandatory for all current and new developer hires. Developers must complete the role-based training upon
hire along with several electives.

Configuration Management

CoventBridge has a formal Change Management Policy and Procedures in place, which communicate
management’s expectations regarding the change process to employees to ensure unauthorized changes
are not made to production systems. These policies and procedures address the production infrastructure
and software development lifecycle including change requests, approvals, and standard change
implementation procedures to guide employees through the implementation of commonly applied changes.

Security Operations

24x7 SOC Capabilities

CoventBridge has a 24/7 Security Operations Center (SOC) to handle any malicious and damaging activity
that could happen at any hour. The SOC team is responsible for detecting and responding to security
threats.

Endpoint Protection (Detection, Response, and Protection)

An endpoint protection solution has been deployed to protect endpoints such as servers and workstations
that are used to connect to the CoventBridge network. Our endpoint solution delivers antivirus, anti-
spyware, and other types of intrusion prevention capabilities. The endpoint solution is used by the SOC
team for incident response and detection.

Vulnerability and Patch Management

To better manage network security, CoventBridge regularly checks for vulnerabilities with firewall logging,
network scanning, and penetration testing. After an analysis, if there are any vulnerabilities detected, we
perform patches or other tactics for remediation in a timely manner.

Periodic Security Control Assessments

Periodic Security Control Assessments are performed annually to stay in compliance with NIST 800-53
control requirements. The Information System owner’s dependent on common controls that are less than
effective consider whether they are willing to accept the associated risk or if additional tailoring is required
to address the weaknesses or deficiencies in the controls.

Security Incident Management

Incident Response Plan and Handling Capabilities

CoventBridge has an incident response team that follows the incident response plan and handling
capabilities put in place to better detect, respond, and recover from network security events. This plan
addresses data loss, cybercrime, and outages that threaten business objectives.

Incident Response Training, Tests and Exercises

CoventBridge requires key personnel to undergo incident response training, as well as tabletop exercises. This
ensures the incident response team and key personnel have a clear understanding of the incident response
plan and handling capabilities.
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Business Continuity

Redundancy

In the event of an outage or any other system disruption, redundancy is put into place to allow the business
to continue as usual. This includes redundant firewall interfaces, redundant hand-off switches, redundant
network hand-offs for major facility hubs of operations, and geographically redundant storage servers.

Availability

CoventBridge has geographically diverse sites, which ensures a high level of availability in the event of an outage
in a specific geographic region. Our multiple levels of hardware redundancy allow users to continue performing
business as usual.

Backups
CoventBridge performs disk-based backups and uses additional cloud storage. We implement best practices for
storing backups and encrypt any data prior to transport for backups stored offsite.
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SmartPartner Application Security

Infrastructure
SmartPartner is built on a scalable infrastructure. It is hosted and managed on Amazon Web Services
(AWS) across multiple zones to support fault tolerance, high availability, and disaster recovery.

Software Development Lifecycle

SmartPartner follows the CoventBridge IT Project Methodology. There are 7 phases within the
methodology, each with varying deliverables and artifacts, with a continual focus on project integrity and
quality through all phases.

Encryption
We encrypt SmartPartner data both in transit and at rest. Data is protected in transit using SSL (HTTPS) or
Secure FTP (SFTP) and stored encrypted at rest (AES-256).

Key Management

CoventBridge uses the AWS Key Management Service (KMS) for encryption key management. AWS KMS is
designed so that no one, including AWS employees, can retrieve master keys from KMS and decrypt
SmartPartner data. AWS KMS is regularly audited and certified under an encryption standard (FIPS 140-2)
such that an independent third party has verified it meets the highest level of cryptographic standards.

Authentication
SmartPartner provides authentication services that leverage the existing Microsoft Active Directory
authentication.

To prevent unauthorized account access to SmartPartner, we enforce the following:

Strong passphrase for user account and encryption keys
e Secure storage of encryption keys to prevent disclosure
Replacement of encryption keys if lost or disclosed
Role-Based Access Control (RBAC) model

Role-Based Access

SmartPartner is built with robust groups and permissions system, which enables privileged users to restrict
which content certain users can view or edit. With this approach, role-based access control gives employees
access to only the information necessary to perform their jobs.

Product Security Testing

CoventBridge performs security testing internally and externally. Dynamic application security testing is
performed to detect security vulnerabilities such as cross-site scripting (XSS) and SQL injection. External
penetration testing is performed on an annual basis to detect any malicious code and other potential
vulnerabilities. Those specific vulnerabilities that can be found within the OWASP top 10 are identified as high
risk.

Application Security Testing

CoventBridge performs Application Security Testing to help an organization determine whether SmartPartner
contains vulnerabilities that can be exploited, and whether the software behaves and interacts securely with
its users, other applications (such as databases), and its execution environment.
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OWASP Top 10

The SmartPartner developers proactively update and maintain the platform while keeping the OWASP Top
10 in mind. The OWASP Top 10 is a standard awareness document for developers and web application
security. A full list and its descriptions can be found here: https://owasp.org/www-project- top-ten/.

Below are the Top 10 Web Application Security Risks as of 2020:

Injection

Broken Authentication

Sensitive Data Exposure

XML External Entities (XXE)

Broken Access Control

Security Misconfiguration

Cross-Site Scripting (XSS)

Insecure Deserialization

Using Components with Known Vulnerabilities.
10. Insufficient Logging & Monitoring

© R NOU A WN e

Appendices

Please note that the files in the appendix are only available when opening the PDF in Adobe Reader.
Attachments will not be accessible when opening this PDF in a browser such as Chrome.

SOC 2 Type 2 Report
Corporate Security Policy
Vendor and Affiliates Policy
Trusted Vendors

el
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Independent Service Audiitors’ Report

CoventBridge
9485 Regency Square Blvd
Jacksonville, FL 32225

To Management of CoventBridge:

Scope

We have examined the description in Section Il titled “Description of CoventBridge’s SmartPartner System throughout
the period June 1, 2021, to May 31, 2022” (description) based on the criteria for a description of a service
organization’s system set forth in DC 200, 2018 Description Criteria for a Description of a Service Organization's System
in a SOC 2® Report (AICPA, Description Criteria), (description criteria) and the suitability of the design and operating
effectiveness of controls stated in the description throughout the period June 1, 2021, to May 31, 2022, to provide
reasonable assurance that CoventBridge's service commitments and system requirements were achieved based on
the trust services criteria relevant to security, availability, and confidentiality (applicable trust services criteria) set
forth in TSP 100, 2017 Trust Services Criteria for Security, Availability, Processing Integrity, Confidentiality, and Privacy
(AICPA, Trust Services Criteria).

As indicated in the description, CoventBridge uses the following subservice organizations:
e AWS —data center hosting services and laaS services

As indicated in the description, CoventBridge uses Amazon Web Services (subservice organization) to perform
infrastructure hosting and cloud storage services (Infrastructure as a Service (laaS). The description indicates that
complementary subservice organization controls that are suitably designed and operating effectively are necessary,
along with controls at CoventBridge’s, to achieve CoventBridge's service commitments and system requirements
based on the applicable trust services criteria. The description presents CoventBridge's controls, the applicable trust
services criteria, and the types of complementary subservice organization controls assumed in the design of
CoventBridge's controls. The description does not disclose the actual controls at the subservice organization. Our
examination did not include the services provided by the subservice organization, and we have not evaluated the
suitability of the design or operating effectiveness of such complementary subservice organization controls.

The description indicates that certain complementary user entity controls that are suitably designed and operating
effectively are necessary, along with controls at CoventBridge, to achieve CoventBridge’s service commitments and
system requirements based on the applicable trust services criteria. The description presents CoventBridge's controls,
the applicable trust services criteria, and the complementary user entity controls assumed in the design of
CoventBridge’s controls. Our examination did not include such complementary user entity controls and we have not
evaluated the suitability of the design or operating effectiveness of such controls.

Service Organization's Responsibilities

CoventBridge is responsible for its service commitments and system requirements and for designing, implementing,
and operating effective controls within the system to provide reasonable assurance that CoventBridge’s service
commitments and system requirements were achieved. In Section I, CoventBridge has provided the accompanying
assertion titled Assertion of the Management of CoventBridge (assertion) about the description and the suitability of
design and operating effectiveness of controls stated therein. CoventBridge is also responsible for preparing the
description and assertion, including the completeness, accuracy, and method of presentation of the description and
assertion; providing the services covered by the description; selecting the applicable trust services criteria and stating

This report is intended solely for use by the management of CoventBridge, its clients and their independent auditors. Any other use without the
express written permission of CoventBridge is prohibited.
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the related controls in the description; and identifying the risks that threaten the achievement of the service
organization’s service commitments and system requirements.

Service Auditors’ Responsibilities

Our responsibility is to express an opinion on the description and on the suitability of design and operating
effectiveness of controls stated in the description based on our examination. Our examination was conducted in
accordance with attestation standards established by the American Institute of Certified Public Accountants. Those
standards require that we plan and perform our examination to obtain reasonable assurance about whether, in all
material respects, the description is presented in accordance with the description criteria and the controls stated
therein were suitably designed and operated effectively to provide reasonable assurance that the service
organization's service commitments and system requirements were achieved based on the applicable trust services
criteria. We believe that the evidence we obtained is sufficient and appropriate to provide a reasonable basis for our
opinion.

An examination of a description of a service organization’s system and the suitability of the design and operating
effectiveness of controls involves—

e obtaining an understanding of the system and the service organization's service commitments and system
requirements.

e assessing the risks that the description is not presented in accordance with the description criteria and that
controls were not suitably designed or did not operate effectively.

e performing procedures to obtain evidence about whether the description is presented in accordance with
the description criteria.

e performing procedures to obtain evidence about whether controls stated in the description were suitably
designed to provide reasonable assurance that the service organization achieved its service commitments
and system requirements based on the applicable trust services criteria.

e testing the operating effectiveness of controls stated in the description to provide reasonable assurance that
the service organization achieved its service commitments and system requirements based on the applicable
trust services criteria.

e evaluating the overall presentation of the description.

Our examination also included performing such other procedures as we considered necessary in the circumstances.

Inherent Limitations

The description is prepared to meet the common needs of a broad range of report users and may not, therefore,
include every aspect of the system that individual report users may consider important to meet their informational
needs. There are inherent limitations in any system of internal control, including the possibility of human error and
the circumvention of controls. Because of their nature, controls may not always operate effectively to provide
reasonable assurance that the service organization’s service commitments and system requirements are achieved
based on the applicable trust services criteria. Also, the projection to the future of any conclusions about the suitability
of the design or operating effectiveness of controls is subject to the risk that controls may become inadequate because
of changes in conditions or that the degree of compliance with the policies or procedures may deteriorate.

Description of Tests of Controls

The specific controls we tested, and the nature, timing, and results of those tests are listed in section IV, “Trust Services
Security, Availability, and Confidentiality Category, Criteria, Related Controls, and Tests of Controls” of this report.

This report is intended solely for use by the management of CoventBridge, its clients and their independent auditors. Any other use without the
express written permission of CoventBridge is prohibited.
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Opinion

In our opinion, in all material respects —

a.

the description presents CoventBridge’s SmartPartner system and related services that were designed and
implemented throughout the period June 1, 2021, to May 31, 2022 in accordance with the description
criteria.

the controls stated in the description were suitably designed throughout the period June 1, 2021, to May 31,
2022 to provide reasonable assurance that CoventBridge’s service commitments and system requirements
would be achieved based on the applicable trust services criteria, if its controls operated effectively
throughout that period and if the subservice organization and user entities applied the complementary
controls assumed in the design of CoventBridge’s controls throughout that period.

the controls stated in the description operated effectively throughout the period June 1, 2021, to May 31,
2022 to provide reasonable assurance that CoventBridge’s service commitments and system requirements
were achieved based on the applicable trust services criteria, if complementary subservice organization
controls and complementary user entity controls assumed in the design of CoventBridge’s controls operated
effectively throughout that period.

Restricted Use

This report, including the description of tests of controls and results thereof in section 1V, is intended solely for the
information and use of CoventBridge; user entities of CoventBridge's SmartPartner system and related services during
some or all of the period June 1, 2021 to May 31, 2022; business partners of CoventBridge subject to risks arising from
interactions with the SmartPartner system and related services, practitioners providing services to such user entities
and business partners, prospective user entities and business partners, and regulators who have sufficient knowledge
and understanding of the following:

The nature of the service provided by the service organization.

How the service organization's system interacts with user entities, subservice organizations, and other
parties.

Internal control and its limitations.

Complementary user entity controls and complementary subservice organization controls and how those
controls interact with the controls at the service organization to achieve the service organization's service
commitments and system requirements.

User entity responsibilities and how they may affect the user entity's ability to effectively use the service
organization's services.

The applicable trust services criteria.

The risks that may threaten the achievement of the service organization’s service commitments and system
requirements and how controls address those risks.

This report is not intended to be and should not be used by anyone other than these specified parties.

hBMe, AC

Brentwood, Tennessee
July 6™, 2022

This report is intended solely for use by the management of CoventBridge, its clients and their independent auditors. Any other use without the
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THINK TRUTH

Assertion of the Management of CoventBridge

We have prepared the accompanying description in Section Il of CoventBridge’s SmartPartner system titled
“Description of CoventBridge’s SmartPartner System throughout the period June 1, 2021, to May 31, 2022”
(description) based on the criteria for a description of a service organization’s system set forth in DC 200, 2018
Description Criteria for a Description of a Service Organization’s System in a SOC 2® Report (AICPA, Description
Criteria), (description criteria). The description is intended to provide report users with information about the
SmartPartner system that may be useful when assessing the risks arising from interactions with CoventBridge’s
system, particularly information about system controls that CoventBridge has designed, implemented, and operated
to provide reasonable assurance that its service commitments and system requirements were achieved based on the
trust services criteria relevant to security, availability, and confidentiality (applicable trust services criteria) set forth
in TSP 100, 2017 Trust Services Criteria for Security, Availability, Processing Integrity, Confidentiality, and Privacy
(AICPA, Trust Services Criteria).

CoventBridge uses a subservice organization to perform infrastructure hosting and cloud storage services
(Infrastructure as a Service (laaS). The description indicates that complementary subservice organization controls that
are suitably designed and operating effectively are necessary, along with controls at CoventBridge, to achieve
CoventBridge’s service commitments and system requirements based on the applicable trust services criteria. The
description presents CoventBridge’s, controls the applicable trust services criteria, and the types of complementary
subservice organization controls assumed in the design of CoventBridge’s controls. The description does not disclose
the actual controls at the subservice organization.

The description indicates that complementary user entity controls that are suitably designed and operating effectively
are necessary, along with controls at CoventBridge, to achieve CoventBridge’s service commitments and system
requirements based on the applicable trust services criteria. The description presents the service organization’s
controls, the applicable trust services criteria, and the complementary user entity controls assumed in the design of
the service organization's controls.

We confirm, to the best of our knowledge and belief, that—

1. The description presents CoventBridge’s SmartPartner system that was designed and implemented
throughout the period June 1, 2021 to May 31, 2022 in accordance with the description criteria.

2. The controls stated in the description were suitably designed throughout the period June 1, 2021 to May 31,
2022 to provide reasonable assurance that CoventBridge’s service commitments and system requirements
would be achieved based on the applicable trust services criteria, if its controls operated effectively
throughout that period, and if the subservice organization and user entities applied the complementary
controls assumed in the design of CoventBridge’s controls throughout that period.

3. The controls stated in the description operated effectively throughout the period June 1, 2021 to May 31,
2022 to provide reasonable assurance that CoventBridge’s service commitments and system requirements
were achieved based on the applicable trust services criteria, if complementary subservice organization
controls and complementary user entity controls assumed in the design of CoventBridge’s controls operated
effectively throughout that period.

CoventBridge
July 6™, 2022

This report is intended solely for use by the management of CoventBridge, its clients and their independent auditors. Any other use without the
express written permission of CoventBridge is prohibited.
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Description of CoventBridge’s SmartPartner System Throughout the Period June 1, 2021 to
May 31, 2022

Overview of CoventBridge Organization

CoventBridge is a full-service global investigative firm headquartered in Jacksonville, Fla., and is backed by the London
based Harwood Capital LLP, part of the Harwood Capital Management Group, with £973 million funds under
management as of Dec. 31, 2015.

The Company formed out of a merger between ICSMerrill and GlobalOptions in 2016, to become the industry’s largest
and sole provider of integrated North American, U.K. and Continental European capabilities with over 1,000
employees across the globe. The newly formed Company, which includes U.S. and U.K. subsidiaries, has named former
ICS Merrill CEO, Dave Merrill, as Group CEO and non-executive Chairman, Roger Day, former ACE, AIG and Zurich
Insurance executive.

CoventBridge provides investigative services related to insurance claims for major providers. These services include,
but are not limited to: Claim Investigations, Surveillance Services, Special Investigation Unit Services, Counter-Fraud
Compliance Programs and In-House Investigations — Social Media, Canvasses, Record Retrieval, Complex International
Investigations and Vendor Management Programs.

SmartPartner is the industry leading case management platform, developed by CoventBridge, to offer a secure, highly
available web application to comprehensively administer and manage the complete life cycle of all investigate efforts
and activities. The system is completely custom and proprietary, written completely in-house by full-time application
developers, in tandem with Sales and Operations personnel, to achieve an efficient, agile platform to service the needs
of CoventBridge, and their clients.

SmartPartner is comprised of several portals or modules that provide role-based access by specific functionality. These
portals have been conceived and created over time to meet the demands of both growing company requirements,
and specific customer requests.

Over time the SmartPartner architecture has evolved where possible from a traditional monolithic architecture to a
highly available service-oriented architecture. Utilizing server clusters to support continuous growth, increase fault
tolerance, improve system uptime, and allow for live security updates have provided a solid base architecture.
Multiple network zones provide additional layers of security to protect and safeguard PIl (Personally Identifiable
Information) along with Sensitive PII.

Scope of the Description

This report addresses the SmartPartner system and related services provided to user entities from the Jacksonville,
Florida headquarters location.

Principal Service Commitments and System Requirements

CoventBridge designs its processes and procedures to meet its objectives for its services related to the SmartPartner
System. Those objectives are based on the service commitments that CoventBridge makes to user entities. The
services of CoventBridge are subject to certain security and privacy requirements of international, federal, and state
privacy security laws and regulations applicable to the jurisdictions in which CoventBridge operates. Security
commitments to user entities are documented and communicated in Service Level Agreements (SLAs) and other
service agreements. Security commitments are standardized and include, but are not limited to, the following:

e Allinvestigators will conduct themselves in a legal, lawful and ethical manner.

e All investigators will comply with the applicable Unfair Claims Practices requirements of the state in which
the investigation is taking place.

e [tis prohibited for investigators to be under the influence or to consume alcohol, use controlled substances
or any substances that will cause impairment while providing the Services. The exception to this rule is when

This report is intended solely for use by the management of CoventBridge, its clients and their independent auditors. Any other use without the
express written permission of CoventBridge is prohibited.
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the agent must engage in legal consumption to further the investigation; but never to the point of
impairment.

Investigators shall make no contact with a claimant who is represented by an attorney, unless the contact is
made through and with the approval of the claimant attorney. The only exception to this rule is use of the
pretext to determine the location and/or identity of the claimant for the purpose of the surveillance/field
investigation.

All services will be conducted in a fair and impartial manner adhering to the highest, ethical and professional
standards that never intrude on or compromise an individual's rights.

The use of any entrapment technique or to otherwise create a situation that causes an individual to act or
react for the purposes of the investigations is strictly prohibited.

All investigative personnel shall be aware of and abide by the anti-stalking and trespassing laws of the
jurisdictions in which they conduct investigations.

All investigative personnel shall be aware of and give full respect to the privacy of an individual and/or
individuals during the course of an investigation.

In cases where unanticipated situations arise, we will act in good faith and to serve the best interests of the
customer and will exercise the highest level of professional judgment and discretion.

SIU and Investigative Services will minimally be measured against industry standards to determine
effectiveness by reviewing each investigator, account manager or client contact.

Staff will, at all times be properly equipped in the form of portable, concealable video equipment and be
prepared to follow the subject of the investigation into public places, stores or other areas that are open to
the public for the purpose of recording activities of the person under surveillance.

Designated staff will be available 24 hours a day, 7 days a week in the event of an emergency.

Personnel will be accessible via cell phone and email.

A continuous Quality Assessment Program will be maintained to assess and assure an acceptable quality
"Grade" is achieved for each investigation and assignment. Quality assurance will include work product
audits, customer surveys, investigator performance, quality control visits, testing and validation of new
technology along with remedial and ongoing training and education.

CoventBridge establishes operational requirements that support the achievement of security commitments and
compliance with relevant laws and regulations. Such requirements are communicated in policies, procedures, and
contracts with customers. Information security policies define an organization-wide approach to how systems and
data are protected. These include policies around how services are designed and developed, how the system is
operated, how the internal business systems and networks are managed, and how employees are hired and trained.

Internal Control Framework

This section provides information about the five interrelated components of internal control at CoventBridge,
including CoventBridge's

control environment,

risk assessment process,

monitoring activities,

information and communication systems, and

control objectives and related controls.

Control Environment

The control environment at CoventBridge is the foundation for the other areas of internal control. It sets the tone of
the organization and influences the control consciousness of its personnel. The components of the control
environment factors include the integrity and ethical values, management’s commitment to competence; its

This report is intended solely for use by the management of CoventBridge, its clients and their independent auditors. Any other use without the
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organizational structure; the assignment of authority and responsibility; and the oversight and direction provided by
the board of directors and operations management.

The effectiveness of controls cannot rise above the integrity and ethical values of the people who create, administer,
and monitor them. Integrity and ethical values are essential elements of CoventBridge’s control environment,
affecting the design, administration, and monitoring of other components. Integrity and ethical behavior are the
product of CoventBridge’s ethical and behavioral standards, how they are communicated, and how they are
reinforced in practices. They include management’s actions to remove or reduce incentives and temptations that
might prompt personnel to engage in dishonest, illegal, or unethical acts. They also include the communication of
entity values and behavioral standards to personnel through policy statements and codes of conduct, as well as by
example.

Specific control activities that CoventBridge has implemented in this area are described below.

e The employee handbook contains organizational policy statements and codes of conduct to which
employees are required to adhere.

e Employees are required to sign the Code of Ethics and Business Conduct Policy indicating their understanding
of CoventBridge’s requirements to adhere to the highest ethical values in business actions.

e Employees are required to sign an acknowledgment form indicating that they have been given access to the
employee handbook and understand their responsibility for adhering to the policies and procedures
contained within the manual.

e Employees are required to sign a confidentiality and non-disclosure agreement agreeing not to disclose
proprietary or confidential information, including client information, to unauthorized parties.

e Background checks are performed on employees as a component of the hiring process.

CoventBridge’s control consciousness is influenced significantly by its board of directors. Attributes include the
experience and stature of its members, the extent of its involvement and scrutiny of activities, the appropriateness of
its actions and the degree to which difficult questions are raised and pursued with management. CoventBridge’s board
of directors oversees management activities and meets on a quarterly basis. At every board of directors meeting,
management reports to the board any allegations of illegal, dishonest, or fraudulent activity related to CoventBridge’s
business which have been made to the compliance committee’s dedicated phone number or email address.

CoventBridge’s organizational structure provides the framework within which its activities for achieving entity-wide
objectives are planned, executed, controlled, and monitored. CoventBridge’s management believes that establishing
arelevant organizational structure includes considering key areas of authority and responsibility and lines of reporting.
CoventBridge has developed an organizational structure suited to its needs. This organizational structure is based, in
part, on its size and the nature of its activities.

CoventBridge’s assignment of authority and responsibility activities include factors such as how authority and
responsibility for operating activities are assigned and how reporting relationships and authorization hierarchies are
established. It also includes policies relating to business practices, knowledge and experience of key personnel, and
resources provided for carrying out duties. In addition, it includes policies and communications directed at ensuring
that personnel understand the entity’s objectives, know how their individual actions interrelate and contribute to
those objectives, and recognize how and for what they will be held accountable.

CoventBridge management defines competence as the knowledge and skills necessary to accomplish tasks that define
employees’ roles and responsibilities. CoventBridge’s commitment to competence includes management’s
consideration of the competence levels for particular jobs and how those levels translate into requisite skills and
knowledge.

This report is intended solely for use by the management of CoventBridge, its clients and their independent auditors. Any other use without the
express written permission of CoventBridge is prohibited.
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CoventBridge’s management philosophy and operating style encompasses a broad range of characteristics. Such
characteristics include management’s approach to taking and monitoring business risks; and management’s attitudes
toward information processing, accounting functions, and personnel.

Specific control activities that CoventBridge has implemented in this area are described below.

¢ Management meetings are held on a weekly basis to discuss operational issues.
e Management is periodically briefed on industry and regulatory changes impacting services provided.

CoventBridge’s HR policies and practices relate to employee hiring, orientation, training, evaluation, counseling,
promotion, compensation, and disciplinary activities.

Specific control activities that CoventBridge has implemented in this area are described below.

e  Pre-hire screening procedures are utilized in the hiring process to evaluate new hire candidates.

e A new hire/orientation checklist is utilized to ensure that employment documentation has been completed
and to ensure that specific elements of the new hire orientation process are consistently executed.

e Employee evaluations are performed on an annual basis.
e Atermination checklist is utilized to guide the termination process.

Security Policies

CoventBridge maintains a detailed Information Security Policy. This policy contains various roles and responsibilities
related to information security. Information Security policies are reviewed at least annually and updated by the
Information Security Team as needed. Any changes are reviewed and approved by the Director of Information
Security. All new CoventBridge employees are expected to acknowledge and sign the Information Security Policy
during their respective hiring process.

CoventBridge's processes, procedures, and operational standards are found in the CoventBridge Intranet ShareSync
repository. Internal CoventBridge system users, including IT contract resources, are informed of their role within the
system, system boundaries, and the significant system components through system documentation. This
documentation is available to users through the CoventBridge ShareSync site. CoventBridge maintains network and
application topology diagrams of its primary data center network and application architectures that document the
systems and boundaries. External system users are informed of their roles within the system and the results of the
system operations through Acceptable Use and Terms of service banners when accessing CoventBridge’s systems.

Risk Assessment Process

Management is responsible for identifying the risks that threaten achievement of the commitments to its customers
stated in management’s description of the service organization’s system. Management has implemented a process
for identifying relevant risks. This process includes estimating the significance of identified risks, assessing the
likelihood of their occurrence, and determining actions to address them.

Risk Identification

In order to identify the risk associated with each control activity, a risk level assessment is performed on an annual
basis. For example, risk associated with physical security is addressed with individual control activities.

Management and departmental personnel review each control activity to determine whether CoventBridge’s ability
to adhere to the control activity as stated exists and the probability that CoventBridge will maintain adherence using
a grading system of high, medium, and low.

This report is intended solely for use by the management of CoventBridge, its clients and their independent auditors. Any other use without the
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Risk Factors
Management considers risks that can arise from both external and internal factors including the following:
External Factors

e Technological developments

e Changing customer needs or expectations

e Competition that could alter marketing or service activities

¢ New legislation and regulation that could force changes in policies and strategies

¢ Natural catastrophes that could lead to changes in operations or information systems
e Economic changes that could have an impact on management decisions

Internal Factors

e Significant changes in policies, processes, or personnel

e Types of fraud, fraud incentives, pressures, opportunities, and attitudes for employees
e Adisruption in information systems processing

e The quality of personnel hired, and methods of training utilized

e Changes in management responsibilities

Risk Analysis

CoventBridge’s methodology for analyzing risks varies, largely because many risks are difficult to quantify. The process
includes:

e Estimating the significance of a risk
e Assessing the likelihood (or frequency) of the risk occurring
e Considering how the risk should be managed, including an assessment of what actions need to be taken

Risk analysis is an essential process to CoventBridge’s success. It includes identification of key business processes
where potential exposures of some consequence exist. Once the significance and likelihood of risk have been
assessed, management considers how the risk should be managed. This involves judgment based on assumptions
about the risk, and reasonable analysis of costs associated with reducing the level of risk. Necessary actions are taken
to reduce the significance or likelihood of the risk occurring.

Monitoring Activities

CoventBridge’s management performs monitoring activities in order to continuously assess the quality of internal
control over time. Monitoring activities are used to initiate corrective action through department meetings, client
conference calls, and informal notifications. Management performs monitoring activities on a continuous basis and
necessary corrective actions are taken as required to correct deviations from company policy and procedures.

Ongoing Monitoring

e  CoventBridge continuously monitors the environment to ensure adherence to the respective criteria. Specific
ongoing monitoring activities that CoventBridge has implemented in this area are described below:

e Incarrying out its regular management activities, operations management obtains evidence that the system
of internal control continues to function.

This report is intended solely for use by the management of CoventBridge, its clients and their independent auditors. Any other use without the
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e Communications from external parties and customers corroborate internally generated information or
indicate problems.

e Organizational structure and supervisory activities provide oversight of control functions and identification
of deficiencies.

e Training, planning sessions, and other meetings provide important feedback to management on the
operating effectiveness of controls.

e Personnel are briefed on organizational policy statements and codes of conduct to communicate entity
values.

e QOperations management completes a monthly checklist review to help ensure criteria are being met.

e QOperations management completes a quarterly management review to help ensure criteria remain relevant
and accurate.

Separate Evaluations

Evaluation of an entire internal control system may be prompted by a number of reasons: major strategy or
management change, major acquisitions or dispositions, or significant changes in operations or methods of processing
financial information. Evaluations of internal control vary in scope and frequency, depending on the significance of
risks being controlled and importance of the controls in reducing the risks. Controls addressing higher-priority risks
and those most essential to reducing a given risk will tend to be evaluated more often.

Often, evaluations take the form of self-assessments, where persons responsible for a particular unit or function will
determine the effectiveness of controls for their activities. These assessments are considered by management, along
with any other internal control evaluations. The findings of these efforts are utilized to ensure follow-up actions are
taken and subsequent evaluations are modified, as necessary.

Evaluating and Communicating Deficiencies

Deficiencies in management’s internal control system surface from many sources, including the company’s ongoing
monitoring procedures, separate evaluations of the internal control system and external parties. Management has
developed protocols to help ensure findings of internal control deficiencies are reported not only to the individual
responsible for the function or activity involved, who is in the position to take corrective action, but also to at least
one level of management above the directly responsible person. This process enables that individual to provide
needed support or oversight for taking corrective action, and to communicate with others in the organization whose
activities may be affected. Management evaluates the specific facts and circumstances related to deficiencies in
internal control procedures and makes the decision for addressing deficiencies based on whether the incident was
isolated or requires a change in the company’s procedures or personnel.

Information and Communication Systems

Information is necessary for CoventBridge to carry out internal control responsibilities to support the achievement of
its objectives related to the data center hosting services system. Management obtains or generates and uses relevant
and quality information from both internal and external sources to support the functioning of internal control.

CoventBridge has implemented various methods of communication to ensure that employees understand their
individual roles and responsibilities, and to help ensure that significant events are communicated. These methods
include orientation and training programs for newly-hired employees and the use of electronic mail messages to
communicate time-sensitive messages and information. Managers also hold periodic staff meetings as needed.
Employees have written position descriptions that include the responsibility to communicate significant issues and
exceptions to a higher level of authority within the organization.

This report is intended solely for use by the management of CoventBridge, its clients and their independent auditors. Any other use without the
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Control Objectives and Related Controls

The controls supporting the applicable trust services security criteria are included in section 4 of this report. Although
the applicable trust services criteria and related controls are included in section 4, they are an integral part of
CoventBridge’s description of their SmartPartner system and related services provided to user entities from the
Jacksonville, Florida headquarters location.

Changes to the System During the Period

There were no changes that are likely to affect report users’ understanding of how the SmartPartner System is used
to provide the service during the period from June 1, 2021 through May 31, 2022.

Complementary Subservice Organization Controls
CoventBridge uses the following subservice organizations:
e AWS —data center hosting services

The components related to the trust services criteria applicable to the system can only be met if controls at AWS are
suitably designed and implemented to address the specified criteria.

Criteria Subservice Organization Control Activity
AWS

Ccce.1 The entity implements logical access security software, infrastructure, and architectures over
protected information assets to protect them from security events to meet the entity's
objectives.

CC6.4 The entity restricts physical access to facilities and protected information assets (for example,
data center facilities, back-up media storage, and other sensitive locations) to authorized
personnel to meet the entity’s objectives.

CC7.1, The entity monitors system components and the operation of those components for

CC7.2, anomalies that are indicative of malicious acts, natural disasters, and errors affecting the

CC7.3, entity's ability to meet its objectives; anomalies are analyzed to determine whether they

CC7.4 represent security events.

Al.2 The entity authorizes, designs, develops, or acquires, implements, operates, approves,
maintains, and monitors environmental protections, software, data back-up processes, and
recovery infrastructure to meet its objectives.

Complementary User Entity Controls

CoventBridge’s processes were designed with the assumption that certain controls would be implemented at the
client organizations. In certain situations, the application of specified controls at client organizations is necessary to
achieve certain applicable trust services criteria included in this report.

This section describes controls that should be in operation at the client organizations to complement the controls at
CoventBridge. Client auditors should consider whether the following controls have been placed in operation at the
client organizations:

e (CC2.0 Communication and Information Controls —

o User organizations are responsible for establishing controls to ensure that claims investigations
initiated by the user are appropriately authorized, complete and accurate.

e (CC6.0 Logical and Physical Access Controls —

o User organizations are responsible for establishing controls to ensure that individuals at user
organizations with access to systems and data are properly authorized.
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o User organizations are responsible for revoking access to individuals at user organizations when
access is no longer required.

o User organizations are responsible for ensuring access granted to individuals at user organizations
remains appropriate given each user’s roles and responsibilities within the user organization.

o User organizations are responsible for establishing controls to ensure that data transmitted to
CoventBridge is encrypted.
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express written permission of CoventBridge is prohibited.

17





SECTION IV






COVENTBRIDGEE LBMC

THINK TRUTH

Introduction

This report is intended to provide user organizations of CoventBridge’s system information about the controls that
may affect the processing of user organizations transactions and provide users with information about the operating
effectiveness of the controls that were tested. This report, when combined with an understanding and assessment of
the controls at user organizations, is intended to assist user auditors in planning the audit of user organization’s
controls and in assessing control risk for assertions in user organization’s environments that may be affected by
controls at CoventBridge.

Description of Testing Procedures Performed

As a part of the examination, we performed a variety of tests, each of which provided the basis for understanding the
framework for controls. From this work, we determined whether the controls were actually in place and operating
effectively during the reporting period.

Our tests of effectiveness of controls included such tests as we considered necessary in the circumstances to evaluate
whether those controls, and the extent of compliance with them, were sufficient to provide reasonable, but not
absolute, assurance that the specified control criteria were achieved during the reporting period. Our tests of the
operational effectiveness of controls were designed to cover a representative number of transactions throughout the
period.

In selecting particular tests of the operational effectiveness of controls, we considered (a) the nature of the items
being tested, (b) the types of available evidential matter, (c) the nature of the audit objectives to be achieved, (d) the
assessed level of control risk, and (e) the expected efficiency and effectiveness of the test in performing our testing
procedures. In performing our work, we visited the CoventBridge’s office in Jacksonville, FL.

Results of Testing Performed

The controls that were tested, as described in Section IV, were operating with sufficient effectiveness to provide
reasonable, but not absolute, assurance that the control objectives specified in Section IV were achieved during the
period from June 1, 2021 to May 31, 2022.

It is each interested party's responsibility to evaluate this information in relation to internal controls in place at each
user organization in order to assess the total system of internal controls if it is concluded that the user organization
does not have effective internal controls in place, CoventBridge’s internal controls may not compensate for such
weaknesses.

The following tests, applied to specific controls that are referenced in the matrix below, were designed to obtain
evidence about each control’s effectiveness in meeting the stated control criteria.

In addition, as required by paragraph .35 of AT-C section 205, Examination Engagements (AICPA, Professional
Standards, when using information produced (or provided) by the service organization, we evaluated whether the
information was sufficiently reliable for our purposes by obtaining evidence about the accuracy and completeness of
such information and evaluating whether the information was sufficiently precise and detailed for our purposes.

Complementary User Entity Controls

CoventBridge’s processes and underlying applications were designed/set-up with the assumption that certain controls
would be implemented by user organizations (i.e., clients). In certain situations, the application of specific controls at
user organizations is advisable and/or necessary, in conjunction with CoventBridge’s controls, to ensure user control
objectives are accomplished.

The complementary user entity controls presented in Section Il do not represent a comprehensive list of all controls
that should be employed by user organizations. Other controls will likely be required at each user organization to
mitigate risks affecting internal control to an acceptable level.
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Control Number

Controls Specified by CoventBridge
CC1.0 CONTROL ENVIRONMENT

Testing Procedures Performed by LBMC

Testing Results

CC1.1 —COSO Principle 1: The entity demonstrates a commitment to integrity and ethical values.

The Company promotes and maintains a corporate "Code
of Conduct" addressing ethical behavior in the workplace
through the Employee Handbook and Acceptable Use

Inspected Employee Handbook and Acceptable Use
Policy to determine they address the importance of
maintaining an environment with ethical values and

No exceptions noted.

CcC1.11 Policy. The Employee Handbook and Acceptable Use integrity.
Policy have been established and communicated to all
employees. Inspected evidence that policies are available to
employees (intranet, fileshare, etc.).
All employees must acknowledge that they have read and | For a sample of new hires, inspected evidence to No exceptions noted.
CC11.2 accept the employee handbook and acceptable use policy | determine that users acknowledged the employee
upon hire. handbook and acceptable use policy upon hire.
As part of the hiring process all new hires undergo a For a sample of new hires, obtained and examined No exceptions noted.
CC1.13 background examination to verify identity and evidence that a background check was completed.
background information.
Information security training is provided to all associates For a sample of new hires, obtained and examined No exceptions noted.
during onboarding and annually thereafter. evidence that onboarding included information security
training.
CC1.14

For a sample of existing employees, obtained and
examined evidence annual information security training
occurred.

CC1.2 — COSO Princip
control.

le 2: The board of directors demonstrates independence from management and exercises oversight of the development and performance of internal

The CoventBridge Board of Directors consists of members

Inspected meeting minutes and employee roster to

No exceptions noted.

CC1.2.1 that maintain independence from management. determine that the Board of Directors maintains
independence from management.
The CoventBridge Board of Directors meets quarterly to Obtained and examined meeting minutes for a sample No exceptions noted.
CC1.2.2 provide effective oversight of management. of quarters to determine Board of Directors meetings

occur quarterly.
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Control Number

CC1.23

Controls Specified by CoventBridge
The Cybersecurity Committee meets quarterly to evaluate
risks and ensure the internal control environment is
sufficiently designed to address identified risks. The Chair
of the Committee shall report to the Board to report results
of the assessment.

Testing Procedures Performed by LBMC
Obtained and examined minutes for a sample of quarterly
meetings and evidence of correspondence between the
chair of the committee and the Board of Directors and
verified the results of the assessment were reported.

LBMC

Testing Results

No exceptions noted.

CC1.3 - COSO Princip
objectives.

le 3: Management establishes, with board oversight, structures, reporting lines, and appropriate authorities and responsibilities in the pursuit of

CoventBridge has defined organizational structures,
reporting lines, authorities and responsibilities as

Obtained and examined the company organizational
chart and confirmed that the reporting lines,

No exceptions noted.

CC1.3.1 ; L o . D
established by an organization chart. The organizational organizational structures, and responsibilities were
chart is updated as needed. defined.
i i j N ti ted.
Roles and responsibilities are defined and written in job Fora fsarnple of emplgyees, obtained and exar.m.n'e'd job 0 exceptions note
CC1.3.2 descriptions and confirmed roles and responsibilities

descriptions and updated as necessary.

were clearly defined.

CC1.4 — COSO Princip

le 4: The entity demonstrates a commitment to attract, develop, and retain competent individuals in alignment with objectives.

As part of the hiring process all new hires undergo a

For a sample of new hires, obtained and examined

No exceptions noted.

CCi4.1 background examination to verify identity and )
8 ) ) ¥ ¥ evidence that a background check was completed.
background information.
I ) . o For a sample of employees, obtained and examined job No exceptions noted.
Roles and responsibilities are defined and written in job o P P 'y L ) P
CC14.2 - descriptions and confirmed roles and responsibilities
descriptions and updated as necessary. )
were clearly defined.
For a sample of new hires, obtained and examined No exceptions noted.
evidence that onboarding included information security
cCl43 Information security training is provided to all associates training.
during onboarding and annually thereafter. For a sample of existing employees, obtained and
examined evidence annual information security training
occurred.
cclaa Annual performance evaluations are performed for For a sample of employees, obtained and examined No exceptions noted.

employees with access to sensitive information.

evidence of annual performance evaluations.

CC1.5 — COSO Princip

le 5: The entity holds individuals accountable for their interna

| control responsibilities in the pursuit of objectives.

CC15.1

Roles and responsibilities are defined and written in job
descriptions and updated as necessary.

For a sample of employees, obtained and examined job
descriptions and confirmed roles and responsibilities
were clearly defined.

No exceptions noted.
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Controls Specified by CoventBridge

Security Policies and Procedures have been established

Testing Procedures Performed by LBMC

Examined Security Policies and Procedures to determine

LBMC

Testing Results

No exceptions noted.

CC1.5.2 and approved by Executive Management. documentation has been established and approved by
Executive Management.
Sanction policies are defined in the employee handbook Obtained and examined the employee handbook to No exceptions noted.
to hold employees accountable and establish disciplinary verify disciplinary actions are defined for policy non-
actions for policy non-compliance. compliance.
CC153 For a sample of disciplinary sanctions during the
reporting period, inspected non-compliance reports to
determine that sanctions were handled in accordance
with the employee handbook.
The CoventBridge Board of Directors meets quarterly to Obtained and examined meeting minutes for a sample No exceptions noted.
CC1.54 provide effective oversight of management. of quarters to determine Board of Directors meetings
occur quarterly.
CC15.5 Annual performance evaluations are performed for For a sample of employees, obtained and examined No exceptions noted.

employees with access to sensitive information.

evidence of annual performance evaluations.

CC2.0 COMMUNICAT

ION AND INFORMATION

CC2.1 — COSO Princip

le 13: The entity obtains or generates and uses relevant, quality information to support the functioning of internal control.

CoventBridge has implemented various policies and
procedures relevant to security to produce information
that is timely, current, accurate, complete, accessible,

Obtained and examined policies and procedures
relevant to security.

No exceptions noted.

cC2.1.1 protected, verifiable, and retained. Confirmed that policies and procedures promote
processes which produce information that is timely,
current, accurate, complete, accessible, protected,
verifiable, and retained.
Security Policies and Procedures have been established Examined Security Policies and Procedures to determine | No exceptions noted.
cC2.1.2 and approved by Executive Management. documentation has been established and approved by
Executive Management.
The Cybersecurity Committee meets quarterly to evaluate | Obtained and examined minutes for a sample of No exceptions noted.
risks and ensure the internal control environment is quarterly meetings and evidence of correspondence
cCc2.13 sufficiently designed to address identified risks. The Chair | between the chair of the committee and the Board of

of the Committee shall report to the Board to report
results of the assessment.

Directors and verified the results of the assessment
were reported.
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COVENTBRIDGEE

Control Number

LBMC

Controls Specified by CoventBridge

CC2.2 - COSO Principle 14: The entity internally communicates information, including objectives and responsibilities for internal control, necessary to support the functioning of
internal control.

Testing Procedures Performed by LBMC

Testing Results

Application and infrastructure documentation is available
to authorized users that define the different

Examined evidence to determine documentation defines
application and infrastructure environments,

No exceptions noted.

cC2.2.1 environments and describe the relevant components and | components, and data flow. Obtained and examined
data flow. evidence to determine that documentation was
available to authorized users.
Information security training is provided to all associates For a sample of new hires, obtained and examined No exceptions noted.
during onboarding and annually thereafter. evidence that onboarding included information security
training.
Ccc2.2.2
For a sample of existing employees, obtained and
examined evidence annual information security training
occurred.
All employees must acknowledge that they have read and | For a sample of new hires, inspected evidence to No exceptions noted.
CcC2.23 accept the employee handbook and acceptable use policy | determine that users acknowledged the employee
upon hire. handbook and acceptable use policy upon hire.
Policies and procedures are made available to employees | Obtained and examined evidence that policies and No exceptions noted.
cC2.2.4 through OneDrive and provide them with the information | procedures are available to employees through
necessary to carry out their responsibility for security, OneDrive.
availability, and confidentiality.
Terms and conditions as well as privacy requirements are Obtained and examined evidence that terms and No exceptions noted.
CC2.25 made available to users via the SmartPartner website. conditions as well as privacy requirements are available
to users through the SmartPartner website.
The Cybersecurity Committee meets quarterly to evaluate | Obtained and examined minutes for a sample of No exceptions noted.
risks and ensure the internal control environment is quarterly meetings and evidence of correspondence
CC2.2.6 sufficiently designed to address identified risks. The Chair | between the chair of the committee and the Board of

of the Committee shall report to the Board to report
results of the assessment.

Directors and verified the results of the assessment
were reported.
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COVENTBRIDGEE

LBMC

Control Number

Controls Specified by CoventBridge
CC2.3 - COSO Principle 15: The entity communicates with external parties regardin

Testing Procedures Performed by LBMC

g matters affecting the functioning of internal control.

Testing Results

Application and infrastructure documentation is available
to authorized users that define the different

Examined evidence to determine documentation defines
application and infrastructure environments,

No exceptions noted.

aware of the issue.

cC2.31 environments and describe the relevant components and components, and data flow. Obtained and examined
data flow. evidence to determine that documentation was
available to authorized users.
Terms and conditions as well as privacy requirements are Obtained and examined evidence that terms and No exceptions noted.
CC2.3.2 made available to users via the SmartPartner website. conditions as well as privacy requirements are available
to users through the SmartPartner website.
CoventBridge commitments to providing security and For a sample of customers, examined evidence to Exceptions noted.
confidentiality are defined in customer contracts. determine security and confidentiality commitments
were included in the contracts. LBMC tested a sample of 8 (of
73) customers, and per Jason
Zurn (ClO), evidence could not
be provided for 2 (of 8)
samples. Therefore, LBMC
expanded the sample to 20 and
per Jason Zurn, evidence could
233 not be provided for 9 of the
expanded sample.
Taking this control exception
into consideration with the
other effective controls
designed to address the control
criteria, the exception was not
deemed significant enough to
impact the achievement of the
control criteria.
cC23.4 Customer portals include a "Support" option which allows | Obtained and examined evidence of the "Support" No exceptions noted.
customers the ability to report any system issues. option available in the customer portal.
Significant internal control issues impacting external users | Examined evidence of communication of internal control | No exceptions noted.
CC2.35 are communicated to impacted parties. issue to determine impacted external users are made
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COVENTBRIDGEE

Control Number

LBMC

Controls Specified by CoventBridge

External users are offered training on how to use the

Testing Procedures Performed by LBMC

Inspected email communications to determine that

Testing Results
No exceptions noted.

CC2.3.6 . S . o

system and security features. training is offered to external users who desire training.

In the event of system downtime, external users are Inspected an example of communication of downtime to | No exceptions noted.
CcC2.3.7 notified in advance of the upcoming timing of the determine external users are notified in advance of

downtime.

upcoming system downtime.

CC3.0 RISK ASSESSMENT

CC3.1 - COSO Principl

e 6: The entity specifies objectives with sufficient clarity to en

able the identification and assessment of risks relating to objectives.

An IT risk assessment is performed annually and includes
the identification of risks related to IT, Information

Obtained and examined documentation to determine
that an enterprise risk assessment was performed within

No exceptions noted.

cc3.1.1 Security, Financial Reporting Objectives, Fraud, and the prior year and identified risks related to: IT,

Operations. Information Security, Financial Reporting Objectives,

Fraud, and Operations.

Risks identified during the risk assessment are assessed Obtained and examined risk assessment documentation | No exceptions noted.
CC3.1.2 and assigned a risk level of low, moderate, or high based to determine that risks were assessed and assigned a

on the business impact severity level and the likelihood of | risk level based on the business impact severity level and

the threat occurring. the likelihood of the threat occurring.

The Cybersecurity Committee meets quarterly to evaluate | Obtained and examined minutes for a sample of No exceptions noted.

risks and ensure the internal control environment is quarterly meetings and evidence of correspondence
CC3.1.3 sufficiently designed to address identified risks. The Chair between the chair of the committee and the Board of

of the Committee shall report to the Board to report
results of the assessment.

Directors and verified the results of the assessment
were reported.

CC3.2 - COSO Principl
managed.

e 7: The entity identifies risks to the achievement of its objectives across the entity and analyzes risks as a basis for determining how the risks should be

An IT risk assessment is performed annually and includes
the identification of risks related to IT, Information

Obtained and examined documentation to determine
that an enterprise risk assessment was performed within

No exceptions noted.

CC3.11 Security, Financial Reporting Objectives, Fraud, and the prior year and identified risks related to: IT,
Operations. Information Security, Financial Reporting Objectives,
Fraud, and Operations.
Risks identified during the risk assessment are assessed Obtained and examined risk assessment documentation | No exceptions noted.
CC3.1.2 and assigned a risk level of low, moderate, or high based to determine that risks were assessed and assigned a

on the business impact severity level and the likelihood of
the threat occurring.

risk level based on the business impact severity level and
the likelihood of the threat occurring.
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COVENTBRIDGEE

Control Number

Controls Specified by CoventBridge
CoventBridge has established a data classification policy
and manages data in accordance with the policy

Testing Procedures Performed by LBMC
Inspected the CoventBridge Data Classification Policy to
determine that CBG has formally documented the
handling and governing of data.

LBMC

Testing Results

No exceptions noted.

Ccc3.2.3
Inspected data classification matrix to determine that
CBG has established controls for handling data.
CoventBridge reviews reports from subservice Obtained and examined documentation that No exceptions noted.
cC3.04 organizations to determine whether they indicate possible | CoventBridge reviewed reports from subservice
- deficiencies in internal control. organizations to determine whether the reports
indicated possible deficiencies in internal control.
The Cybersecurity Committee meets quarterly to evaluate | Obtained and examined minutes for a sample of No exceptions noted.
risks and ensure the internal control environment is quarterly meetings and evidence of correspondence
CC3.25 sufficiently designed to address identified risks. The Chair between the chair of the committee and the Board of

of the Committee shall report to the Board to report
results of the assessment.

Directors and verified the results of the assessment
were reported.

CC3.3 - COSO Principl

e 8: The entity considers the potential for fraud in assessing ri

sks to the achievement of objectives.

An IT risk assessment is performed annually and includes
the identification of risks related to IT, Information

Obtained and examined documentation to determine
that an enterprise risk assessment was performed within

No exceptions noted.

cc3.1.1 Security, Financial Reporting Objectives, Fraud, and the prior year and identified risks related to: IT,
Operations. Information Security, Financial Reporting Objectives,
Fraud, and Operations.
The Cybersecurity Committee meets quarterly to evaluate | Obtained and examined minutes for a sample of No exceptions noted.
risks and ensure the internal control environment is quarterly meetings and evidence of correspondence
CC3.3.2 sufficiently designed to address identified risks. The Chair | between the chair of the committee and the Board of

of the Committee shall report to the Board to report
results of the assessment.

Directors and verified the results of the assessment
were reported.

CC3.4 - COSO Principl

e 9: The entity identifies and assesses changes that could sign

ificantly impact the system of internal control.

CC341

CoventBridge performs an annual risk assessment and
business impact analysis and reviews quarterly.

Obtained and examined risk assessments and Business
Impact Analysis questionnaires to verify assessments are
performed annually and reviewed quarterly.

No exceptions noted.
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COVENTBRIDGEE

Control Number

LBMC

Controls Specified by CoventBridge
The Cybersecurity Committee meets quarterly to evaluate
risks and ensure the internal control environment is

Testing Procedures Performed by LBMC
Obtained and examined minutes for a sample of
quarterly meetings and evidence of correspondence

Testing Results
No exceptions noted.

CC3.4.2 sufficiently designed to address identified risks. The Chair between the chair of the committee and the Board of

of the Committee shall report to the Board to report Directors and verified the results of the assessment

results of the assessment. were reported.

Security Incident Response policies and procedures are Obtained and examined Security Incident Response No exceptions noted.
CC343 developed and updated to address security, availability, policies and procedures to confirm that they are

and confidentiality commitments. updated to address security, availability, and

confidentiality commitments.

Security incidents are documented within a ticketing For a sample of security incidents, inspected the No exceptions noted.

system and tracked to completion. Protocols are followed | associated tickets and documentation to determine that

for evaluating recorded security incidents. Incidents a formal root cause analysis/lessons learned and

determined to pose a significant security threat must, documentation occurs upon resolution of security
CC344 upon resolution, involve performing a formal root cause incidents that pose a significant security threat.

analysis/lessons learned and documenting. If necessary,
changes to the IT environment, company policy and
procedures, and/or the internal control environment are
made.

Obtained and examined evidence of changes to the IT
environment, company policy and procedures, and/or
the internal control environment that were made.

CC4.0 MONITORING ACTIVITIES

CC4.1 - COSO Principle 16: The entity selects, develops, and performs ongoing and/or separate evaluations to ascertain whether the components of internal control are present

and functioning.

An IT risk assessment is performed annually and includes
the identification of risks related to IT, Information

Obtained and examined documentation to determine
that an enterprise risk assessment was performed within

No exceptions noted.

CC3.1.1 Security, Financial Reporting Objectives, Fraud, and the prior year and identified risks related to: IT,
Operations. Information Security, Financial Reporting Objectives,
Fraud, and Operations.
CoventBridge reviews reports from subservice Obtained and examined documentation that No exceptions noted.
cCa12 organizations to determine whether they indicate possible | CoventBridge reviewed reports from subservice
deficiencies in internal control. organizations to determine whether the reports
indicated possible deficiencies in internal control.
Monitoring software is used to identify and evaluate Obtained and reviewed evidence to determine No exceptions noted.
ongoing system performance, security threats, changing monitoring software in use to identify and evaluate
cc4.1.3 resource utilization needs, and unusual system activity ongoing system performance, security threats, changing

within the production environment.

resource utilization needs, and unusual system activity
within the production environment.
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COVENTBRID

Control Number

GE:

LBMC

CC4.14

Controls Specified by CoventBridge
CoventBridge conducts vulnerability scans on a monthly
basis in order to mitigate risks to the CoventBridge
systems.

Testing Procedures Performed by LBMC
For a sample of months, obtained and examined
evidence of vulnerability scanning to determine they
were performed on a monthly basis.

Testing Results
No exceptions noted.

CC4.2 - COSO Principle 17: The entity evaluates and communicates internal control
including senior management and the board of directors, as appropriate.

deficiencies in a timely manner to those parties responsible for taking corrective action,

An IT risk assessment is performed annually and includes
the identification of risks related to IT, Information

Obtained and examined documentation to determine
that an enterprise risk assessment was performed within

No exceptions noted.

cct4.2.1 Security, Financial Reporting Objectives, Fraud, and the prior year and identified risks related to: IT,
Operations. Information Security, Financial Reporting Objectives,
Fraud, and Operations.
The Cybersecurity Committee meets quarterly to evaluate | Obtained and examined minutes for a sample of No exceptions noted.
risks and ensure the internal control environment is quarterly meetings and evidence of correspondence
CC4.2.2 sufficiently designed to address identified risks. The Chair | between the chair of the committee and the Board of
of the Committee shall report to the Board to report Directors and verified the results of the assessment
results of the assessment. were reported.
CoventBridge conducts vulnerability scans on a monthly For a sample of months, obtained and examined No exceptions noted.
CC4.23 basis in order to mitigate risks to the CoventBridge evidence of vulnerability scanning to determine they
systems. were performed on a monthly basis.
Monitoring software is used to identify and evaluate Obtained and reviewed evidence to determine No exceptions noted.
ongoing system performance, security threats, changing monitoring software in use to identify and evaluate
CC4.24 resource utilization needs, and unusual system activity ongoing system performance, security threats, changing
within the production environment. resource utilization needs, and unusual system activity
within the production environment.
CC5.0 CONTROL ACTIVITIES

CC5.1 - COSO Principl

e 10: The entity selects and develops control activities that contribute to the mitigation of risks to the achievement of objectives to acceptable levels.

CC5.11

An IT risk assessment is performed annually and includes
the identification of risks related to IT, Information
Security, Financial Reporting Objectives, Fraud, and
Operations.

Obtained and examined documentation to determine
that an enterprise risk assessment was performed within
the prior year and identified risks related to: IT,
Information Security, Financial Reporting Objectives,
Fraud, and Operations.

No exceptions noted.
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COVENTBRIDGEE

Control Number

Controls Specified by CoventBridge
The Cybersecurity Committee meets quarterly to evaluate
risks and ensure the internal control environment is

Testing Procedures Performed by LBMC
Obtained and examined minutes for a sample of
quarterly meetings and evidence of correspondence

LBMC

Testing Results

No exceptions noted.

CC5.1.2 sufficiently designed to address identified risks. The Chair between the chair of the committee and the Board of

of the Committee shall report to the Board to report Directors and verified the results of the assessment

results of the assessment. were reported.

Monitoring software is used to identify and evaluate Obtained and reviewed evidence to determine No exceptions noted.

ongoing system performance, security threats, changing monitoring software in use to identify and evaluate
CC5.1.3 resource utilization needs, and unusual system activity ongoing system performance, security threats, changing

within the production environment. resource utilization needs, and unusual system activity

within the production environment.

CoventBridge conducts vulnerability scans on a monthly For a sample of months, obtained and examined No exceptions noted.

CC5.14 basis in order to mitigate risks to the CoventBridge evidence of vulnerability scanning to determine they

systems.

were performed on a monthly basis.

CC5.2 - COSO Principl

e 11: The entity also selects and develops general control acti

vities over technology to support the achievement of objectives.

An IT risk assessment is performed annually and includes
the identification of risks related to IT, Information

Obtained and examined documentation to determine
that an enterprise risk assessment was performed within

No exceptions noted.

CC5.2.1 Security, Financial Reporting Objectives, Fraud, and the prior year and identified risks related to: IT,

Operations. Information Security, Financial Reporting Objectives,

Fraud, and Operations.

Management establishes a list of control activities to Obtained and reviewed the list of control activities used No exceptions noted.
CC5.2.2 manage the risks related to IT and security identified to manage risks related to IT and security, as identified

during the quarterly risk assessment process. during the quarterly risk assessment process.

The Cybersecurity Committee meets quarterly to evaluate | Obtained and examined minutes for a sample of No exceptions noted.

risks and ensure the internal control environment is quarterly meetings and evidence of correspondence
CC5.2.3 sufficiently designed to address identified risks. The Chair between the chair of the committee and the Board of

of the Committee shall report to the Board to report
results of the assessment.

Directors and verified the results of the assessment
were reported.

CC5.3 - COSO Principl

e 12: The entity deploys control activities through policies tha

t establish what is expected and in procedures that put policies into action.

CC5.3.1

Security Policies and Procedures have been established
and approved by Executive Management.

Examined Security Policies and Procedures to determine
documentation has been established and approved by
Executive Management.

No exceptions noted.

This report is intended solely for use by the management of CoventBridge, its clients and their independent auditors. Any other use without the express written permission of CoventBridge is prohibited.

29






COVENTBRIDGEE

Control Number

Controls Specified by CoventBridge

Testing Procedures Performed by LBMC

LBMC

Testing Results

Policies and procedures are made available to employees
through OneDrive and provide them with the information

Obtained and examined evidence that policies and
procedures are available to employees through

No exceptions noted.

CC5.3. : L ) .
2 necessary to carry out their responsibility for security, OneDrive.
availability, and confidentiality.
Employee handbook and acceptable use policy have been | Obtained and examined Employee Handbook and No exceptions noted.
established and communicated to all employees. Acceptable Use Policy and confirmed they address the
importance of maintaining an environment with ethical
CC5.33 values and integrity.
Obtained evidence that all policies are available to
employees (intranet, fileshare, etc.).
All employees must acknowledge that they have read and | For a sample of new hires, inspected evidence to No exceptions noted.
CC5.34 accept the employee handbook and acceptable use policy | determine that users acknowledged the employee
upon hire. handbook and acceptable use policy upon hire.
The Cybersecurity Committee meets quarterly to evaluate | Obtained and examined minutes for a sample of No exceptions noted.
risks and ensure the internal control environment is quarterly meetings and evidence of correspondence
CC5.35 sufficiently designed to address identified risks. The Chair | between the chair of the committee and the Board of

of the Committee shall report to the Board to report
results of the assessment.

Directors and verified the results of the assessment
were reported.

CC6.0 LOGICAL AND PHYSICAL ACCESS CONTROLS

CC6.1 - The entity implements logical access security software, infrastructure, and architectures over protected information assets to protect them from security events to
meet the entity's objectives.

Security Policies and Procedures have been established

Examined Security Policies and Procedures to determine

No exceptions noted.

CC6.1.1 and approved by Executive Management. documentation has been established and approved by
Executive Management.

Policies and procedures are made available to employees | Obtained and examined evidence that policies and No exceptions noted.

CC6.1.2 through OneDrive and provide them with the information | procedures are available to employees through
o necessary to carry out their responsibility for security, OneDrive.

availability, and confidentiality.

CoventBridge utilizes a third-party service provider to Inspected ELK analytics reports from agents installed on No exceptions noted.
CC6.1.3 manage monitoring, reporting, and responding to various systems to determine that CoventBridge is

intrusion threats.

utilizing a third-party provider to manage, monitor,
report, and respond to threats.
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COVENTBRIDGEE

Control Number

LBMC

Controls Specified by CoventBridge

Testing Procedures Performed by LBMC

Testing Results

Monitoring software is used to identify and evaluate Obtained and reviewed evidence to determine No exceptions noted.
ongoing system performance, security threats, changing monitoring software in use to identify and evaluate
CcC6.14 resource utilization needs, and unusual system activity ongoing system performance, security threats, changing
within the production environment. resource utilization needs, and unusual system activity
within the production environment.
All employees are given a unique user ID and sharing of Obtained and examined user access listing to confirm No exceptions noted.
user IDs and passwords is prohibited. Access to generic each employee has a unique user ID.
system accounts is restricted.
CC6.1.5 Obtained and examined evidence to verify that
employees are informed that the sharing of user IDs and
passwords is prohibited and access to generic system
accounts is restricted.
CoventBridge has defined password requirements in the Obtained and examined Security and Password Policies No exceptions noted.
Security Policies and configures passwords to in-scope to determine defined password requirements.
systems accordingly.
Obtained and examined password configuration settings
CC6.1.6 to confirm adherence to all password requirements
stated in security policies.
LBMC noted that password settings were configured to
in-scope systems in accordance with CBG password
policy and procedures.
Management performs a quarterly access review for the For a sample of quarters, examined evidence to No exceptions noted.
CC617 in-scope system components to ensure that access is determine user access reviews were performed.
restricted appropriately. Tickets are created to remove Obtained and examined related tickets to ensure access
access as necessary in a timely manner. was removed in a timely manner, if identified.
Users can only access the system remotely through the Obtained and examined documentation that remote No exceptions noted.
CC6.1.8 use of the VPN, secure sockets layer (SSL), or other access to the system is limited to the use of VPN, SSL, or
encrypted communication system. other encrypted communications system that adhere to
policies.
All accounts provisioned for access to VPN are done so Obtained and examined evidence that multi-factor No exceptions noted.
using multi-factor authentication. authentication is required to gain access to the VPN.
CCe.1.9 Inspected AWS configurations and user permissions to
determine that access to the cloud environment is
secured and uses MFA.
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COVENTBRIDGEE

LBMC

Control Number

CC6.1.10

Controls Specified by CoventBridge
CoventBridge performs an annual review of the third-
party managed data center SOC report for management
to ensure that there are no exceptions pertaining to
physical and logical access controls.

Testing Procedures Performed by LBMC
Obtained and examined evidence that CoventBridge
performs an annual review of the third-party managed
data center SOC report for management to ensure that
there are no exceptions pertaining to physical and
logical access controls.

Testing Results
No exceptions noted.

CC6.2 - Prior to issuin

entity. For those users whose access is administered by the entity, user system credentials are removed when user access is no longer authoriz

g system credentials and granting system access, the entity registers and authorizes new internal and external users whose access is administered by the

ed.

Administrative access to in-scope systems is limited to

Obtained and examined evidence that administrative

No exceptions noted.

restricted appropriately. Tickets are created to remove
access as necessary in a timely manner.

Obtained and examined related tickets to ensure access
was removed in a timely manner, if identified.

CC6.2.1 appropriate personnel based on job function. access to in-scope systems is limited to appropriate
personnel.
New user and modified user access to in-scope systemsis | For a sample of new users, obtained and examined No exceptions noted.
CC6.2.2 initiated upon completion of an approved ConnectWise evidence that user access to in-scope systems is not
ticket. initiated until completion of a ticket.
Access to in scope systems is removed within one For a sample of terminated users, obtained and No exceptions noted.
CC6.2.3 business day upon termination. examined evidence that user access to in-scope systems
was revoked within one business day upon termination.
Management performs a quarterly access review for the For a sample of quarters, examined evidence to No exceptions noted.
CC6.2.4 in-scope system components to ensure that access is determine user access reviews were performed.

CC6.3 - The entity authorizes, modifies, or removes access to data, software, functi
design and changes, giving consideration to the concepts of least privilege and segregation of duties, to meet the entity’s objectives.

ons, and other protected information assets based on roles,

responsibilities, or the system

New user and modified user access to in-scope systems is

For a sample of new users, obtained and examined

No exceptions noted.

personnel.

CC6.3.1 initiated upon completion of an approved ConnectWise evidence that user access to in-scope systems is not
ticket. initiated until completion of a ticket.
Access to in scope systems is removed within one For a sample of terminated users, obtained and No exceptions noted.
CC6.3.2 business day upon termination. examined evidence that user access to in-scope systems
was revoked within one business day upon termination.
Administrative access to in-scope systems is limited to Obtained and examined evidence that administrative No exceptions noted.
CC6.2.1 appropriate personnel based on job function. access to in-scope systems is limited to appropriate
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COVENTBRIDGEE

LBMC

Control Number

CC6.3.4

Controls Specified by CoventBridge
Management performs a quarterly access review for the
in-scope system components to ensure that access is
restricted appropriately. Tickets are created to remove
access as necessary in a timely manner.

Testing Procedures Performed by LBMC
For a sample of quarters, examined evidence to
determine user access reviews were performed.
Obtained and examined related tickets to ensure access
was removed in a timely manner, if identified.

Testing Results
No exceptions noted.

CC6.4 - The entity res

locations) to authoriz

ed personnel to meet the entity’s objectives.

tricts physical access to facilities and protected information assets (for example, data center facilities, back-up media stor

age, and other sensitive

CCe6.4.1

CoventBridge performs an annual review of the third-
party managed data center SOC report for management
to ensure that there are no exceptions pertaining to
physical and logical access controls.

Obtained and examined evidence that CoventBridge
performs an annual review of the third-party managed
data center SOC report for management to ensure that
there are no exceptions pertaining to physical and
logical access controls.

No exceptions noted.

CC6.5 - The entity dis
diminished and is no

longer required to meet the entity’s objectives.

continues logical and physical protections over physical assets only after the ability to read or recover data and software fi

rom those assets has been

CoventBridge has defined data retention/destruction
policies and procedures to ensure that confidential

Obtained and examined data retention and destruction
policies and procedures to determine requirements are

No exceptions noted.

CC6.5.1 : o ) ) ) ) ) - .

information is retained as necessary to perform business defined for handling confidential information.

functions.

The Company sanitizes or otherwise makes digital and Examined media destruction evidence to determine No exceptions noted.
CC6.5.2 non-digital media unreadable prior to disposal to provide digital and non-digital media are sanitized or made

reasonable assurance that the data cannot be easily
retrieved and reconstructed.

unreadable prior to disposal.

CC6.6 - The entity implements logical access security measures to protect against t

hreats from sources outside its system boundaries.

Boundary protection devices (firewall) employ rule sets
that restrict information system services or perform
packet filtering in order to protect the in-scope

Examined evidence to determine a firewall is in place
and protecting the in-scope network.

No exceptions noted.

CCe.6.1 environment. Examined AWS security groups to determine that rule
sets are configured to filter traffic based on rules and
protocols.
Users can only access the system remotely through the Obtained and examined documentation that remote No exceptions noted.
CC6.6.2 use of the VPN, secure sockets layer (SSL), or other access to the system is limited to the use of VPN, SSL, or

encrypted communication system.

other encrypted communications system that adhere to
policies.
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Control Number

Controls Specified by CoventBridge
CoventBridge utilizes a third-party service provider to
manage monitoring, reporting, and responding to

Testing Procedures Performed by LBMC
Inspected ELK analytics reports from agents installed on
various systems to determine that CoventBridge is

LBMC

Testing Results

No exceptions noted.

CC6.6.3 . - e . . :
intrusion threats. utilizing a third-party provider to manage, monitor,
report, and respond to threats.
Monitoring software is used to identify and evaluate Obtained and reviewed evidence to determine No exceptions noted.
ongoing system performance, security threats, changing monitoring software in use to identify and evaluate
CC6.6.4 resource utilization needs, and unusual system activity ongoing system performance, security threats, changing
within the production environment. resource utilization needs, and unusual system activity
within the production environment.
CC6.6.5 An email encryption gateway solution is in place to scan Obtained and examined evidence that an email No exceptions noted.

incoming email and encrypt outgoing email.

encryption gateway solution is in place to scan incoming
email and encrypt outgoing email.

CC6.7 - The entity res
transmission, movem

ent, or removal to meet the entity’s objectives.

tricts the transmission, movement, and removal of information to authorized internal and external users and processes, a

nd protects it during

Policies and procedures prohibit transmission of sensitive
information over the Internet or other public
communications paths (for example, e-mail) unless it is

Inspected CBG Encryption Policy to determine that the
organization has defined procedures for the
transmission of encrypted data over the internet.

No exceptions noted.

CC6.7.1
encrypted.
Inspected ProofPoint email gateway, SSL Certificates and
VPN configurations to
An email encryption gateway solution is in place to scan Obtained and examined evidence that an email No exceptions noted.
CC6.7.2 incoming email and encrypt outgoing email. encryption gateway solution is in place to scan incoming
email and encrypt outgoing email.
Users can only access the system remotely through the Obtained and examined documentation that remote No exceptions noted.
CC6.73 use of the VPN, secure sockets layer (SSL), or other access to the system is limited to the use of VPN, SSL, or
o encrypted communication system. other encrypted communications system that adhere to
policies.
Endpoint encryption is in place and managed by a central For a sample of endpoints, obtained and examined No exceptions noted.
CC6.74 console. evidence that endpoint encryption is in place and

confirmed that it is managed by a central console and
complies with policies for encryption.
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Control Number

Controls Specified by CoventBridge
Monitoring software is used to identify and evaluate
ongoing system performance, security threats, changing

Testing Procedures Performed by LBMC
Obtained and reviewed evidence to determine
monitoring software in use to identify and evaluate

Testing Results
No exceptions noted.

CC6.7.5 resource utilization needs, and unusual system activity ongoing system performance, security threats, changing
within the production environment. resource utilization needs, and unusual system activity
within the production environment.
All company-issued mobile devices are encrypted using Obtained and examined MDM configurations for a No exceptions noted.
CC6.76 default Apple technologies. Mobile device security is sample of mobile devices to confirm that they are

managed through a Mobile Device Management system
(MDM).

encrypted.

CC6.8 - The entity implements controls to prevent or detect and act upon the intro

duction of unauthorized or malicious software to meet the entity’s objectives.

CoventBridge uses a mix of automated and manual

Obtained and examined evidence to confirm that

No exceptions noted.

CC6.8.1 analysis to identify and deploy required patches to in- required patches are applied in a timely manner.
scope systems, servers, and workstations.
Monitoring software is used to identify and evaluate Obtained and reviewed evidence to determine No exceptions noted.
ongoing system performance, security threats, changing monitoring software in use to identify and evaluate
CC6.8.2 resource utilization needs, and unusual system activity ongoing system performance, security threats, changing
within the production environment. resource utilization needs, and unusual system activity
within the production environment.
All production servers and workstations have antivirus For a sample of servers and workstations, obtained and No exceptions noted.
software installed and are automatically updated and examined evidence to confirm that antivirus software is
CC6.8.3 managed from a central console. installed and configured to automatically update.
Obtained and examined evidence to confirm that
antivirus is managed from a central console.
The ability to develop code within the source code Obtained and examined evidence that there is clear No exceptions noted.
CC6.8.4 management system is segregated from the ability to segregation between the ability to develop code within
compile and release code to production systems. the source code management system and the ability to
compile and release code to production systems.
Code changes to in-scope applications are developed and | Obtained and examined evidence of source code No exceptions noted.
deployed using source code management tools. Changes management tools in use.
CC6.85 are authorized, tested, and approved as sprint cycles prior

to deployment.

For a samples of changes, obtained and examined
evidence to confirm changes were authorized, tested,
and approved prior to deployment.
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LBMC

Control Number

Controls Specified by CoventBridge
Security Incident Response policies and procedures are
developed and updated to address security, availability,

Testing Procedures Performed by LBMC
Obtained and examined Security Incident Response
policies and procedures to confirm that they are

Testing Results
No exceptions noted.

€Ce.8.6 and confidentiality commitments. updated to address security, availability, and
confidentiality commitments.
Security incidents are documented within a ticketing For a sample of security incidents, inspected the No exceptions noted.
system and tracked to completion. Protocols are followed | associated tickets and documentation to determine that
for evaluating recorded security incidents. Incidents a formal root cause analysis/lessons learned and
determined to pose a significant security threat must, documentation occurs upon resolution of security
CC6.8.7 upon resolution, involve performing a formal root cause incidents that pose a significant security threat.

analysis/lessons learned and documenting. If necessary,
changes to the IT environment, company policy and
procedures, and/or the internal control environment are
made.

Obtained and examined evidence of changes to the IT
environment, company policy and procedures, and/or
the internal control environment that were made.

CC7.0 SYSTEM OPERATIONS

CC7.1 - To meet its objectives, the entity uses detection and monitoring procedures to identify (1) changes to configurations that result in the introduction of new

vulnerabilities, and (2) susceptibilities to newly discovered vulnerabilities.

Monitoring software is used to identify and evaluate
ongoing system performance, security threats, changing

Obtained and reviewed evidence to determine
monitoring software in use to identify and evaluate

No exceptions noted.

CC7.1.1 resource utilization needs, and unusual system activity ongoing system performance, security threats, changing

within the production environment. resource utilization needs, and unusual system activity

within the production environment.

CoventBridge conducts vulnerability scans on a monthly For a sample of months, obtained and examined No exceptions noted.
CC7.1.2 basis in order to mitigate risks to the CoventBridge evidence of vulnerability scanning to determine they

systems. were performed on a monthly basis.

A configuration management process has been developed | Obtained and examined configuration management No exceptions noted.

to govern and control development and maintenance of process and related policies and procedures.

systems. Baseline configuration standards for servers,
CC7.1.3 switches, firewalls, and PCs have been defined. Obtained and examined baseline configuration

standards for servers, switches, firewalls, and PCs to
confirm that they are clearly defined in the
documentation.
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LBMC

Control Number

CC7.14

Controls Specified by CoventBridge
Code changes to in-scope applications are developed and
deployed using source code management tools. Changes
are authorized, tested, and approved as sprint cycles prior
to deployment.

Testing Procedures Performed by LBMC
Obtained and examined evidence of source code
management tools in use.

For a samples of changes, obtained and examined
evidence to confirm changes were authorized, tested,
and approved prior to deployment.

Testing Results
No exceptions noted.

CC7.2 - The entity monitors system components and the operation of those components for anomalies that are indicative of malicious acts, natural disasters, and errors
ability to meet its objectives; anomalies are analyzed to deter

affecting the entity's

mine whether they represent security events.

Monitoring software is used to identify and evaluate
ongoing system performance, security threats, changing

Obtained and reviewed evidence to determine
monitoring software in use to identify and evaluate

No exceptions noted.

CC7.21 resource utilization needs, and unusual system activity ongoing system performance, security threats, changing

within the production environment. resource utilization needs, and unusual system activity

within the production environment.

Security Incident Response policies and procedures are Obtained and examined Security Incident Response No exceptions noted.
CC7.2.2 developed and updated to address security, availability, policies and procedures to confirm that they are

and confidentiality commitments. updated to address security, availability, and

confidentiality commitments.

Security incidents are documented within a ticketing For a sample of security incidents, inspected the No exceptions noted.

system and tracked to completion. Protocols are followed | associated tickets and documentation to determine that

for evaluating recorded security incidents. Incidents a formal root cause analysis/lessons learned and

determined to pose a significant security threat must, documentation occurs upon resolution of security
CC7.2.3 upon resolution, involve performing a formal root cause incidents that pose a significant security threat.

analysis/lessons learned and documenting. If necessary,

changes to the IT environment, company policy and Obtained and examined evidence of changes to the IT

procedures, and/or the internal control environment are environment, company policy and procedures, and/or

made. the internal control environment that were made.

CoventBridge conducts vulnerability scans on a monthly For a sample of months, obtained and examined No exceptions noted.
CC7.24 basis in order to mitigate risks to the CoventBridge evidence of vulnerability scanning to determine they

systems. were performed on a monthly basis.

CoventBridge performs an annual review of the third- Obtained and examined evidence that CoventBridge No exceptions noted.

party managed data center SOC report for management performs an annual review of the third-party managed
CC7.25 to ensure that there are no exceptions pertaining to data center SOC report for management to ensure that

physical and logical access controls.

there are no exceptions pertaining to physical and
logical access controls.
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Control Number

LBMC

Controls Specified by CoventBridge

Testing Procedures Performed by LBMC

Testing Results

CC7.2.6 CoventBridge utilizes a third-party service provider to | Inspected ELK analytics reports from agents installed on | No exceptions noted.
manage monitoring, reporting, and responding to intrusion | various systems to determine that CoventBridge is
threats. utilizing a third-party provider to manage, monitor,
report, and respond to threats.
CC7.2.7 Customer portals include a "Support" option which allows | Obtained and examined evidence of the "Support" option | No exceptions noted.

customers the ability to report any system issues.

available in the customer portal.

CC7.3 - The entity evaluates security events to determine whether they could or have resulted in a failure of the entity to meet its objectives (s

actions to prevent or

address such failures.

ecurity incidents) and, if so, takes

Security Incident Response policies and procedures are
developed and updated to address security, availability,

Obtained and examined Security Incident Response
policies and procedures to confirm that they are

No exceptions noted.

cc731 and confidentiality commitments. updated to address security, availability, and
confidentiality commitments.
Security incidents are documented within a ticketing For a sample of security incidents, inspected the No exceptions noted.
system and tracked to completion. Protocols are followed | associated tickets and documentation to determine that
for evaluating recorded security incidents. Incidents a formal root cause analysis/lessons learned and
determined to pose a significant security threat must, documentation occurs upon resolution of security
CC7.3.2 upon resolution, involve performing a formal root cause incidents that pose a significant security threat.

analysis/lessons learned and documenting. If necessary,
changes to the IT environment, company policy and
procedures, and/or the internal control environment are
made.

Obtained and examined evidence of changes to the IT
environment, company policy and procedures, and/or
the internal control environment that were made.

CC7.4 - The entity res

incidents, as appropri

ponds to identified security incidents by executing a defined i
ate.

ncident response program to understand, contain, remediate, and communicate security

CC7.4.1

Security Incident Response policies and procedures are
developed and updated to address security, availability,
and confidentiality commitments.

Obtained and examined Security Incident Response
policies and procedures to confirm that they are
updated to address security, availability, and
confidentiality commitments.

No exceptions noted.
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LBMC

Control Number

CC7.4.2

Controls Specified by CoventBridge
Security incidents are documented within a ticketing
system and tracked to completion. Protocols are followed
for evaluating recorded security incidents. Incidents
determined to pose a significant security threat must,
upon resolution, involve performing a formal root cause
analysis/lessons learned and documenting. If necessary,
changes to the IT environment, company policy and
procedures, and/or the internal control environment are
made.

Testing Procedures Performed by LBMC
For a sample of security incidents, inspected the
associated tickets and documentation to determine that
a formal root cause analysis/lessons learned and
documentation occurs upon resolution of security
incidents that pose a significant security threat.

Obtained and examined evidence of changes to the IT
environment, company policy and procedures, and/or
the internal control environment that were made.

Testing Results
No exceptions noted.

CC7.5 - The entity identifies, develops, and implements activities to recover from identified security incidents.

Security Incident Response policies and procedures are
developed and updated to address security, availability,

Obtained and examined Security Incident Response
policies and procedures to confirm that they are

No exceptions noted.

cc7.51 and confidentiality commitments. updated to address security, availability, and
confidentiality commitments.
Security incidents are documented within a ticketing For a sample of security incidents, inspected the No exceptions noted.
system and tracked to completion. Protocols are followed | associated tickets and documentation to determine that
for evaluating recorded security incidents. Incidents a formal root cause analysis/lessons learned and
determined to pose a significant security threat must, documentation occurs upon resolution of security
CC75.2 upon resolution, involve performing a formal root cause incidents that pose a significant security threat.

analysis/lessons learned and documenting. If necessary,
changes to the IT environment, company policy and
procedures, and/or the internal control environment are
made.

Obtained and examined evidence of changes to the IT
environment, company policy and procedures, and/or
the internal control environment that were made.

CC8.0 CHANGE MANAGEMENT

CC8.1 - The entity authorizes, designs, develops or acquires, configures, documents, tests, approves, and implements changes to infrastructure, data, software, and procedures

to meet its objectives.

A Change Management Policy document has been

Obtained and examined the change management policy

No exceptions noted.

CC8.1.1 established and approved by Executive Management. to confirm the policy was approved by executive
management.
Code changes to in-scope applications are developed and Obtained and examined evidence of source code No exceptions noted.
deployed using source code management tools. Changes management tools in use.
cc8.12 are authorized, tested, and approved as sprint cycles prior

to deployment.

For a samples of changes, obtained and examined
evidence to confirm changes were authorized, tested,
and approved prior to deployment.
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LBMC

Control Number

Controls Specified by CoventBridge

Testing Procedures Performed by LBMC

Testing Results

Changes performed related to maintenance of For a sample of changes, obtained and examined No exceptions noted.
infrastructure components are approved prior to work evidence to confirm approval occurred prior to changes
Ccc8.1.3 being performed and follow the change process where performed related to maintenance of infrastructure
applicable. Any issues that may impact security controls components and the change process was followed.
would be identified.
The ability to develop code within the source code Obtained and examined evidence that there is clear No exceptions noted.
ccsia management system is segregated from the ability to segregation between the ability to develop code within
compile and release code to production systems. the source code management system and the ability to
compile and release code to production systems.
CoventBridge has separate environments to support Obtained and examined configuration evidence to No exceptions noted.
CCc8.1.5 development, testing, and production activities. confirm environments to support development, testing,
and production activities are separate.
A configuration management process has been developed | Obtained and examined configuration management No exceptions noted.
to govern and control development and maintenance of process and related policies and procedures.
systems. Baseline configuration standards for servers,
Cc8.1.6 switches, firewalls, and PCs have been defined. Obtained and examined baseline configuration
standards for servers, switches, firewalls, and PCs to
confirm that they are clearly defined in the
documentation.
CoventBridge conducts vulnerability scans on a monthly For a sample of months, obtained and examined No exceptions noted.
ccs.1.7 basis in order to mitigate risks to the CoventBridge evidence of vulnerability scanning to determine they
systems. were performed on a monthly basis.
Security incidents are documented within a ticketing For a sample of security incidents, inspected the No exceptions noted.
system and tracked to completion. Protocols are followed | associated tickets and documentation to determine that
for evaluating recorded security incidents. Incidents a formal root cause analysis/lessons learned and
determined to pose a significant security threat must, documentation occurs upon resolution of security
ccs.1.8 upon resolution, involve performing a formal root cause incidents that pose a significant security threat.
analysis/lessons learned and documenting. If necessary,
changes to the IT environment, company policy and Obtained and examined evidence of changes to the IT
procedures, and/or the internal control environment are environment, company policy and procedures, and/or
made. the internal control environment that were made.
CoventBridge uses a mix of automated and manual Obtained and examined evidence to confirm that No exceptions noted.
CC8.1.9 analysis to identify and deploy required patches to in- required patches are applied in a timely manner.
scope systems, servers, and workstations.
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COVENTBRIDGEE

LBMC

Control Number

Controls Specified by CoventBridge

CC9.0 RISK MITIGATION

Testing Procedures Performed by LBMC

Testing Results

CC9.1 - The entity identifies, selects, and develops risk mitigation activities for risks arising from potential business disruptions.

An IT risk assessment is performed annually and includes
the identification of risks related to IT, Information

Obtained and examined documentation to determine
that an enterprise risk assessment was performed within

No exceptions noted.

CCo.1.1 Security, Financial Reporting Objectives, Fraud, and the prior year and identified risks related to: IT,
Operations. Information Security, Financial Reporting Objectives,
Fraud, and Operations.
The Company has a documented Business Obtained and examined business continuity/disaster No exceptions noted.
Continuity/Disaster Recovery plan that is exercised or recovery plan.
CCo.1.2 tested at least once per year.
Obtained and examined evidence that the plan was
exercised or tested at least annually.
CoventBridge conducts vulnerability scans on a monthly For a sample of months, obtained and examined No exceptions noted.
CC9.1.3 basis in order to mitigate risks to the CoventBridge evidence of vulnerability scanning to determine they
systems. were performed on a monthly basis.
Security incidents are documented within a ticketing For a sample of security incidents, inspected the No exceptions noted.
system and tracked to completion. Protocols are followed | associated tickets and documentation to determine that
for evaluating recorded security incidents. Incidents a formal root cause analysis/lessons learned and
determined to pose a significant security threat must, documentation occurs upon resolution of security
CCo.14 upon resolution, involve performing a formal root cause incidents that pose a significant security threat.
analysis/lessons learned and documenting. If necessary,
changes to the IT environment, company policy and Obtained and examined evidence of changes to the IT
procedures, and/or the internal control environment are environment, company policy and procedures, and/or
made. the internal control environment that were made.
CoventBridge purchases adequate insurance coverage to Inspected the insurance policy to determine that CBG No exceptions noted.
CCO15 minimize the financial impact of a cyber incident that has adequate coverage to minimize the financial impact

could cause disruptions to business operations.

caused by business disruptions pertaining to cyber
incidents.

CC9.2 - The entity assesses and manages risks associated with vendors and busines

S partners.

Ccco.2.1

All third-party vendors, including vendors that provide IT
contract resources, are required to sign a Vendor
Agreement or equivalent document. These agreements
contain various responsibilities related to information
security, confidentiality, indemnification, liability, and
enforcement.

For a sample of vendors, obtained and examined the
vendor agreement or equivalent document to confirm
that the vendor has signed it and it contains relevant
requirements and responsibilities.

No exceptions noted.
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Control Number

LBMC

CC9.2.2

Controls Specified by CoventBridge
CoventBridge reviews reports from subservice
organizations to determine whether they indicate possible
deficiencies in internal control.

Testing Procedures Performed by LBMC
Obtained and examined documentation that
CoventBridge reviewed reports from subservice
organizations to determine whether the reports
indicated possible deficiencies in internal control.

Testing Results
No exceptions noted.

A.0 ADDITIONAL CRITERIA FOR AVAILABILITY

A1l.1 - The entity maintains, monitors, and evaluates current processing capacity and use of system components (infrastructure, data, and software) to manage capacity
demand and to enable the implementation of additional capacity to help meet its objectives.

Monitoring software is used to identify and evaluate
ongoing system performance, security threats, changing

Obtained and reviewed evidence to determine
monitoring software in use to identify and evaluate

No exceptions noted.

Al.11 resource utilization needs, and unusual system activity ongoing system performance, security threats, changing
within the production environment. resource utilization needs, and unusual system activity
within the production environment.
Backup jobs are monitored by having alerting of the Obtained and examined the backup job configuration to | No exceptions noted.
Al12 success/failure of each backup communicated to security | confirm that alerts are defined to send emails of backup

personnel.

job status and examined a sample email alert.

A1l.2 - The entity authorizes, designs, develops or acquires, implements, operates, approves, maintains, and monitors environmental protections, software, data back-up
processes, and recovery infrastructure to meet its objectives.

CoventBridge reviews reports from subservice
organizations to determine whether they indicate possible

Obtained and examined documentation that
CoventBridge reviewed reports from subservice

No exceptions noted.

121 T - )
AL2 deficiencies in internal control. organizations to determine whether the reports
indicated possible deficiencies in internal control.
Databases and File Storage servers are backed up daily. For a sample of days obtained and examined No exceptions noted.
Al2.2 documentation of daily backups to determine that
databases and file storage servers are backed up daily.
Web and Application servers are backed up weekly. For a sample of weeks obtained and examined No exceptions noted.
Al123 documentation of weekly backups to determine that
web and application servers are backed up weekly.
There is real-time replication of production data between Inspected data replication logs and configurations to No exceptions noted.
Al.2.4 the primary production host site and alternate host site. confirm replication between the primary production

Production database logs are replicated to AWS.

host site and alternate host site.
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Al1.2.5

Controls Specified by CoventBridge
The Company has a documented Business
Continuity/Disaster Recovery plan that is exercised or
tested at least once per year.

Testing Procedures Performed by LBMC
Obtained and examined business continuity/disaster
recovery plan.

Obtained and examined evidence that the plan was
exercised or tested at least annually.

Testing Results
No exceptions noted.

A1.3 - The entity tests recovery plan procedures supporting system recovery to me

et its objectives.

Al3.1

The Company has a documented Business
Continuity/Disaster Recovery plan that is exercised or
tested at least once per year.

Obtained and examined business continuity/disaster
recovery plan.

Obtained and examined evidence that the plan was
exercised or tested at least annually.

No exceptions noted.

C.0 ADDITIONAL CRITERIA FOR CONFIDENTIALITY

C1.1 - The entity iden

tifies and maintains confidential information to meet the entity’s objectives related to confidentiality.

Cl111

CoventBridge has defined data retention/destruction
policies and procedures to ensure that confidential
information is retained as necessary to perform business
functions.

Obtained and examined data retention and destruction
policies and procedures to determine requirements are
defined for handling confidential information.

No exceptions noted.

Cl1.1.2

Data retention requirements are defined in client

contractual agreements.

For a sample of clients, examined client contracts to
determine data retention requirements were defined in
the contracts.

Exceptions noted.

LBMC tested a sample of 8 (of
73) customers, and per Jason
Zurn (ClO), evidence could not
be provided for 2 (of 8)
samples. Therefore, LBMC
expanded the sample to 20 and
per Jason Zurn, evidence could
not be provided for 9 of the
expanded sample. For the 11
contracts provided, 2 did not
contain data retention
requirements.

Taking this control exception
into consideration with the
other effective controls
designed to address the control
criteria, the exception was not
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Controls Specified by CoventBridge

Testing Procedures Performed by LBMC

Testing Results
deemed significant enough to
impact the achievement of the
control criteria.

C1.13

Endpoint encryption is in place and managed by a central
console.

For a sample of endpoints, obtained and examined
evidence that endpoint encryption is in place and
confirmed that it is managed by a central console and
complies with policies for encryption.

No exceptions noted.

C1.2 - The entity disp

oses of confidential information to meet the entity’s objectives related to confidentiality.

CoventBridge has defined data retention/destruction
policies and procedures to ensure that confidential

Obtained and examined data retention and destruction
policies and procedures to determine requirements are

No exceptions noted.

reasonable assurance that the data cannot be easily
retrieved and reconstructed.

unreadable prior to disposal.

C12.1 : o : ) ) ) ) - A
2 information is retained as necessary to perform business | defined for handling confidential information.
functions.
The Company sanitizes or otherwise makes digital and non- | Examined media destruction evidence to determine | No exceptions noted.
C1.2.2 digital media unreadable prior to disposal to provide | digital and non-digital media are sanitized or made
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Scope:

The information in this document applies to CoventBridge employees, temporary staff,
contractors and subcontractors doing work on behalf of CoventBridge.

Purpose:

CoventBridge is committed to conducting business in compliance with the National
Institute of Standards and Technology (NIST) Cybersecurity Framework and all
applicable laws, regulations and customer requirements. This Policy covers
CoventBridge’s general approach to compliance with the security regulations used by
the industry as best practices to (1) ensure the confidentiality, integrity and availability of
all private and confidential information CoventBridge creates, receives, maintains or
transmits; (2) protect against any reasonably anticipated threats or hazards to the
security or integrity of such information; (3) protect against any reasonably anticipated
uses or disclosures of such information that are not permitted or required; and (4)
ensure compliance by its workforce.

Policy Statement:

CoventBridge will utilize:

Administrative Safeguards: Those actions, policies and procedures to manage the
selection, development, implementation and maintenance of security measures to
protect private and confidential information and to manage the conduct of
CoventBridge’s workforce in relation to the protection and authorized access of private
and confidential information.

Physical Safeguards: Those physical measures, policies and procedures required to
protect CoventBridge electronic information systems, related buildings and equipment
from natural and environmental hazards and unauthorized intrusion.

Technical Safeguards: The technologies and the policies and procedures utilized to
protect private and confidential information and control access to it.
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1.3 Annual review J. Zurn 2/27/2019
1.4 Annual review J. Zurn 2/15/2020
1.5 Update S. Escobar 9/23/2020
1.6 Annual review J. Zurn 2/15/2021

1.7 Annual review J Zurn 2/15/2022
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Approved by:

Signature: “Original Copy Signed” Date: 04.01.2016
Effective Date: 2/15/2022 Version: | 1.6

Annual Management Group Review Date: 2/15/2022 Next 2/15/2023
Purpose:

Establish CoventBridge’s policy on initial vetting and ongoing review of vendors and
affiliate contractors with respect to privacy and security matters.

Scope:

The information in this document applies to CoventBridge vendors and affiliate
contractors, including those with whom PHI and Pl is outsourced in order to process
business.

Policy Statement:

Business leaders who engage vendors on behalf of CoventBridge will be responsible for
ensuring that the vendors have completed the CoventBridge Vendor Privacy and Security
Questionnaire. The document should be completed by the vendor before the contract
negotiation process can begin. Where applicable, the policies and procedures of a vendor must
meet or exceed those of CoventBridge.

Once the questionnaire has been completed by the vendor, the document is reviewed by the
privacy and security officers and any gaps tracked through resolution. The Legal Department
should not approve the final contract until the vetting process has been completed.

On an annual basis, vendors will be asked to sign an Attestation affirming no material changes
to the previous year’s questionnaire responses have taken place. Once every twenty-four
months, the vendor will be asked to review and update any previously completed questionnaire.
Vendors providing services to relative to the Health Plan business unit will be required to
complete CoventBridge’s Privacy and Security Questionnaire on an annual basis.

Affiliate contractors who perform services on behalf of CoventBridge’s customers will be
reviewed against the CoventBridge Privacy and Security Assessment Checklist before initial
setup and then once every twenty-four months. Results of the assessment will be tracked in the
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IT Support Services automated system. If any findings categorized as high are found, the
affiliate contractor will be placed on a Corrective Action Plan (CAP) and audited again in two
Months. If any findings categorized as medium are identified, the affiliate contractor should be
audited again in six months. If any findings categorized as low are identified, the contract affiliate
should be audited again in twelve months. All affiliate contractors with no findings should
resume audits every 24 months.

References:
Vendor Privacy and Security Questionnaire

Revision No. Content of Revision Author of Revision Date of Revision
1.0 Initial Policy C. Jackson 04.01.2016
1.1 Annual review C. Jackson 03.01.2017
1.2 Review C Jackson 212712018
1.3 Annual review J. Zurn 212712019
1.4 Annual review C Jackson 2/15/2020
1.5 Annual review J. Zurn 2/15/2021
1.6 A/R B Plank 2/15/2022
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Trusted Vendors

Name

Amazon Web
Services, Inc

Processing

Infrastructure and
Hosting

Corporate Address

410 Terry Ave N,
Seattle WA 98109 USA

Security Assurance

SOC 2 Type 2, 1SO 27001
+ multiple others

RagingWire/NTT Colo Data Center P.O. Box 348060 SOC 2 Type 2,1S0O 27001
Sacramento, CA 95834 + multiple others
Elk Analytics 24x7 SOC Services Ashburn, VA SOC 2 Type 2, ISO 27001
+ multiple others
Microsoft PowerBI Dashboard One Microsoft Way SOC 2 Type 2, 1SO 27001
and Reporting Redmond, WA 98052 + multiple others
GoDaddy DNS Hosting 14455 N Hayden, SOC1Typeland?
Scottsdale, AZ 85260
LogRocket Development/User 87 Summer St, SOC2 Type 2, PCl, +
Support Boston, MA 02110 multiple others
Fortinet Network Perimeter 899 Kifer Road Certifications
Security Sunnyvale, CA 94086
Dell User Workstations 1 Dell Way, ISO
Round Rock, TX 78682
McAfee Data Loss Prevention 2821 Mission College Blvd, FedRAMP, SOC 2 Type 2 +
Services Santa Clara, CA 95054 multiple others
ConnectWise User Support 4110 George Rd, Suite 200 SOC 2 Type 2
Software Tampa, FL 33634
SinglePoint Global Managed Service 21720 Red Rum Dr, Suite  SOC 2 Type 2

Provider

122, Ashburn, VA 20147

(in progress)

Salesforce, Inc

COVENTBRIDGE:

THINK TRUTH

Customer
Relationship
Management

The Landmark 1 Market
St, Ste 300 San Francisco,
CA 94105

privileged and confidential

SOC 2 Type 2, 1SO 27001
+ multiple others




https://aws.amazon.com/compliance/programs/

https://aws.amazon.com/compliance/programs/

https://www.ragingwire.com/services/compliance-and-certification

https://www.ragingwire.com/services/compliance-and-certification

https://elkanalytics.com/compliance

https://elkanalytics.com/compliance

https://docs.microsoft.com/en-us/microsoft-365/compliance/offering-home?view=o365-worldwide

https://docs.microsoft.com/en-us/microsoft-365/compliance/offering-home?view=o365-worldwide

https://www.godaddy.com/help/godaddy-soc-or-ssae-16-compliance-6097

https://docs.logrocket.com/docs/security

https://docs.logrocket.com/docs/security

https://www.fortinet.com/corporate/about-us/product-certifications

https://www.dell.com/learn/us/en/uscorp1/regulatory-compliance

https://www.mcafee.com/enterprise/en-us/products/mvision-cloud/certifications.html

https://www.mcafee.com/enterprise/en-us/products/mvision-cloud/certifications.html

https://www.connectwise.com/company/trust

https://compliance.salesforce.com/en

https://compliance.salesforce.com/en
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**CONFIDENTIAL**

COMMITMENT TO TRUST

SmartPartner is built on a scalable infrastructure. It is hosted and managed on Amazon Web Services
(AWS) across multiple zones to support fault tolerance, high availability, and disaster recovery.

Governance Risk and Compliance Awareness and Training Business Continuity
Executive Oversight Information Security Overview Geographic Redundancy
Risk Management Framework Phishing Awareness and Training High Availability & Scalability
GDPR / CCPA Compliant Security Incident Management Pandemic Ready
Privacy Program Privacy and Data Protection Encrypted Backups
Identity and Access Management Security Operations Application Security
Principles of Least Privilege 24x7 Security Operations Center Product Security Testing / OWASP
Segregation of Duties Endpoint Protection Data Encryption
Privileged Access Management Vulnerability and Patch Management Key Management
Multifactor Authentication Security Control Assessments Role-Based Access
Access Reviews Incident Response Plan and Handling Two-Factor Authentication
:'. GDPR
GNIST L) 5oz = . @
NIST 800-53 compliance W CERTIFIED O -& y F::Sﬁit:l;ﬂﬂ RCES\III;{A
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